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of autonomous driving (AD) and ADAS?

• Ontology-based testing – Using ontologies and combinatorial 
testing for identifying critical scenarios

• Search-based testing for AD/ADAS – Using genetic algorithms 
for extracting test cases

• Comparison of methods
• Conclusion
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Safety-critical systems

A safety-critical system is a system 
whose failure or malfunction may 
result in one (or more) of the 
following outcomes:

• death or serious injury to people
• loss or severe damage to 

equipment/property
• environmental harm

J. C. Knight, "Safety critical systems: challenges and directions," 
Proceedings of the 24th International Conference on Software 
Engineering. ICSE 2002, Orlando, FL, USA, 2002, pp. 547-550.
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Important Aspects for Testing 
AD/ADAS

• Demonstrate reliability and safety:
• Safer than human driving to gain public acceptance
• Statistics (U.S. Department of Transportation, National Highway Traffic Safety 

Administration):
• 36,096 deaths on road per year (USA,2019)
• 1.11 fatalities per 100 Mio vehicle miles (USA, 2019)

• >90% caused by humans’ driving behavior

• Ensure safety in any situation:
• Master standard situations and corner cases
• No or just limited human back-up
• Fail-operational (HW/SW redundancy)

• Manage system complexity:
• No “pure mechanical system”
• Highly intervened SW and HW components 
• Sensor false-positive, sensor noise, etc.
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Challenges for Testing AD/ADAS
• Complete software testing of complex systems?

• Close to infinite parameter space
• “Testing is the process of executing a program with the intention of finding 

errors”

• How to assure “good-enough” testing?
• 275 million miles required to demonstrate safe driving
• Physically collecting millage is infeasible
• Unlikely to cover a sufficient amount of critical situations

→ Virtual testing methodology required to:
• Consider all environmental parameter interactions that influence the AD/ 

ADAS system
• Identify and reproduce critical scenarios as basis for ADAS Verification and 

Validation 
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„The family of a San Mateo man who was killed when his Tesla crashed into a gore point at the Highway 101 
and Highway 85 connector in Mountain View on March 23,2018. Members of the man’s family say he 

complained to Tesla about issues with the vehicle several times prior to the accident that took his life.“
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„On March 18th 2018, a 49-year-old woman was struck by a self-driving Uber vehicle in Tempe, Arizona. She was transported
to the hospital, where she died. In the aftermath, Uber’s self-driving program is hanging on by a thread, while the rest of the
industry debates the speed in which these vehicles were being rushed to market. It is widely seen as the first person to be

killed by an autonomous vehicle.“

8



7/8/22

5

9

© Acefitt, 2018, CC-BY-SA-4.0

„Lion Air 610 crashed because a faulty
sensor erroneously reported that the
airplane was stalling. The false report of a 
stall triggered an automated system
that tried to point the aircraft’s nose
down so that it could gain enough speed to
fly safely. The pilots fought the automated
system, trying to pull the nose back up.“ 

(MIT TR, March 2019)

Lion Air Flight 610 crashed October 2018 (189 passengers killed)
Ethiopian Airlines Flight 302 crashed March 2019 (157 passengers killed) 

The case of airplane
automation Boeing 737 Max
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Tesla accident in Taiwan, 2020.
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Crash influencing factors

1. There was a 
bridge before 
the truck

2. The highway 
lane is curved

3. The truck has 
a white color

4. The driver of 
the Tesla car 
was not 
reacting

12
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Summary motivation

• Often there is more than one influencing factor for a crash
• Multiple decisions, interactions, etc. must occur at the same time

• There is a need for testing such scenarios
• FOCUS on CRITICAL SCENARIOS considering interactions

• Need testing approaches that provide scenarios interacting with 
the system under test, i.e., the AD car / ADAS function

13

Summary motivation (cont.)
• Need to come up with critical scenarios for safety-critical 

systems

SUT

Environment

Scenario: Sequence of 
interactions

Interaction: Action from SUT + 
reaction from environment

WANT TO REVEAL 
A FAULT!!!!

14
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Scenario-based ADAS/AD V&V 
Scenario-based approaches are considered as proper 
methods

Source: SOTIF ISO PAS 21448

• In safety of the intended 
Functionality (SOTIF) ISO PAS 21448: 
Use case/Scenario-based Hazard 
and Risk evaluation–V&V 
accordingly: simulation, real world 
confirmation; 

15

Scenario-based testing

Ontology
(Knowledge
base)

Make us of combinatorial testing for test case generation

16
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Have to consider a lot of scenarios!

• Static part: streets, traffic signs, houses, marks on street, 
weather conditions,…

• Dynamic part: pedestrians, other cars, indention of ego 
vehicle,… → behavior over time

discuss the system testing challenge in detail. We focus on
different aspects of testing to be considered and refer to re-
lated literature. Afterwards, we present three approaches of
systems testing that have been proven to find faults when
testing systems using AI techniques. Finally, we summarize
the obtained findings.

The testing challenge

As depicted in Figure 1 systems comprising AI methodology
also rely on other components providing interfaces and func-
tionality, as well as runtime support including operation sys-
tems, firmware, and hardware. As a consequence, we have to
consider testing as a holistic activity that has to take care of
all different parts of the whole system. In particular, we have
to clarify what to test and how to test. For example, a logic-
based reasoning system comprises a compiler for reading
in the logic rules and facts, and the reasoning part. Hence,
we have to test the compiler and the reasoning part first
separately and afterwards together in close interaction. The
compiler can be tested, for example using, fuzzing where
more or less randomly generated inputs are generated (see
e.g., (Köroglu and Wotawa 2019)). The reasoning engine it-
self can be tested using certain known relations like that the
sequence of rules provided to the system does not influence
the final outcome (see e.g., (Wotawa 2018)). The overall sys-
tem itself may be tested using fault injection, e.g., (Wotawa
2016). All these examples have – more or less – in common
that they only capture some parts of the expected behavior.

If using fault injection, we are interested in how systems
react on inputs that occur in case of faults. When using in-
variants like the order of rules, we do not test all aspects
of reasoning. Hence, in order to thoroughly test such sys-
tems, we need to understand what to test in order to identify

shortcomings of underlying testing methods to be used. Be-
sides this and more specifically to AI methods, we have to
provide some measures that at least indicate the quality of
testing. For ordinary programs, coverage (e.g., (Ammann,
Offutt, and Huang 2003)) and mutation score (e.g., (Jia and
Harman 2011)) are used to determine whether test suites are
good enough, i.e., being likely able to reveal a faulty behav-
ior. Coverage helps to identify those parts of the program
that are executed using the test suite, i.e., code coverage1.
The mutation score is an indicator of the number of program
variants, i.e., the mutations, that can be detected using the
given test suite. It is worth noting that coverage or mutation
score can be seen as a measure or indicator for guaranteeing
that a test suite has the required capabilities for detecting a
failing behavior.

Let us consider testing neural networks as an example.
Neural networks are trained using a set of examples and
evaluated afterwards. Evaluation is used for assuring that a
network reaches a given quality of the prediction outcome.
The set of examples used for training and evaluation have to
be distinct. The question is now whether this evaluation is
good enough for replacing further testing effort. The answer
is no, because but not only of adversarial attacks (Su, Var-

1Note that besides code coverage there are other coverage defi-
nitions used like test input coverage, combinatorial coverage, etc.

(a)

(d)

(b)

(c)

Figure 2: Different variants of the ”do not enter” traffic sign
someone sees in reality: (a) is the original sign, (b) the traffic
sign with a bend, a sticker, and partially missing color, and
(c) and (d) are traffic sign with various stickers attached.

gas, and Sakurai 2019) that lead to misclassifications even in
case of small input variations. Other reasons for misclassifi-
cations are the use of a training data set that is not covering
all different examples, and other aspects like the distribu-
tion of examples. Furthermore, note that variations of the
appearance of objects in the real world exists often. In Fig-
ure 2 we depict different images of the traffic sign ”do not
enter” ranging from a bend to occlusions because of stick-
ers attached. An autonomous car would require always to
handle these case, and it is very unlikely that we really have
all of such cases represented in the training data set. More-
over, if so, we still would have misclassifications occurring,
requiring to assure that there is no unwanted effect on the
behavior of the overall system.

There is plenty of literature regarding different testing ap-
proaches for neural networks, e.g., (Pei et al. 2017; Sun,
Huang, and Kroening 2018; Ma et al. 2018b,a) and most
recently (Kim, Feldt, and Yoo 2019; Sekhon and Fleming
2019). In some of the methods also an adapted version of
coverage and mutation score for neural networks has been
used. Unfortunately, coverage information maybe somehow
misleading (Li et al. 2019) leaving the question regarding
the quality of the test suite open.

In the case of neural network we may also ask whether
classical coverage or mutation score used in ordinary soft-
ware engineering can be used as quality measure when test-
ing a current neural network implementation. (Chetouane,
Klampfl, and Wotawa 2019) showed that making use of
these measures when testing the configuration of neural net-
works, i.e., setting the type of neurons, the number of layers
and neurons, can be justified. Unfortunately, this is not the
case when testing the whole neural network library as dis-
cussed in (Klampfl, Chetouane, and Wotawa 2020). Hence,
for neural networks or measures and means for testing shall

Original Image 1 colors inverted black pixels added

Original Image 2 80% blurring affine transformation

Original Image 3 darkened flipped

Original Image 4 brightened fog added shadows added

Original Image 5 snow added rain added sun added

Fig. 2. The images used for our experiments.
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USE ONTOLOGIES FOR REPRESENTING KNOWLEDGE
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Critical scenarios identification for ADAS/AD 
systems
• What is safety critical scenario? 
• How to find and identify critical scenarios?

Paper: X. Zhang, J. Tao et al., "Finding Critical Scenarios for Automated Driving Systems: A Systematic Mapping Study," in IEEE Transactions on Software Engineering, doi: 10.1109/TSE.2022.3170122.
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Ontology-based testing

19

From ontologies to simulation-based 
testing

Ont2CT input 
model algorithm

Ontology CT input 
model

CT Test Suite 
Generation

TestCase2Open 
Scenario

(.xml format)

CT Test Execution/Simulation

• Tool-chain of ontology-
based test suite generation 
approach: from ontology to 
simulation

• Using combinatorial 
testing approach: apply 
combinatorial testing 
method into tool-chain for 
test scenario creation 

20
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Context “Ontology”

21

Regarding Ontology…

• An ontology is a formal, explicit specification of a shared
conceptualization that is characterized by high semantic
expressiveness required for increased complexity

Feilmayr, C., Wöß, W.: An analysis of ontologies and their success
factors for application to business. Data & Knowledge Engineering pp.
1{23 (2016). https://doi.org/10.1016/j.datak.2015.11.003

22
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• To describe concepts in a formal way
o A concept describes an entity either from the real

world (e.g., a car) or from nonmaterial
descriptions (e.g., a sentence or a physical force)

• To describe the knowledge (e.g., relationships) of
these concepts
o Attributes
o Inheritance
o Composition

23

24
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Example: Text ontology

25

Definition 1: Ontology
• An ontology is a tuple (C, A, D, ω, R, τ, ψ) where:
C is a finite set of concepts
A is a finite set of attributes
D is a finte set of domain elements

is a function mapping concepts to a set of tuples
specifying the attribute and its domain elements
R is a finite set of tuples from C×C stating that two concepts are
related

assigns a type to each relation using i for
inheritance and c for composition

is a function mapping relationships solely for
type c to its minimum and maximum arity.
The arity is for specifying how many concepts a particular
concepts may comprise and ranges from 0 to any arbitrary
natural number

: { , }R R c it ´ !

2: 2
DACw ´

!

0 0: R R IN INy ´ ´!

26
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Example: Text ontology
C = {Text, Sentence, Word, Delimiter}
A = {id} 
Assume that we have three different words and only a period and a 
question mark as delimiters, then:
D = {'word1'; 'word2'; 'word3'; '.'; '?’}

ω(Text) = {}, ω(Sentence) = {}, ω(Delimiter) = f{(id; {'?'; '.’})}, 
ω(Word) = {(id; {'word1'; 'word2'; 'word3’})}

R = {(Text; Sentence); (Sentence; Delimiter); (Sentence; Word)}. 
τ(Text; Sentence) = c, τ(Sentence; Delimiter) = c,τ(Sentence; Word) = c. 

Assume * to be 2 then:
ѱ(Text; Sentence) = (1; 2),  
ѱ(Sentence; Delimiter) = (1; 1), 
ѱ(Sentence; Word) = (1; 2).

27

Definition 2: 
Root Concept & Leaf Concept

• Given an ontology is a tuple (C, A, D, ω, R, τ, ψ), a
concept c is a root concept if and only if there exists
no relation
– e.g., Text

• A concept c is a leaf concept if and only if there is no
relation
– e.g., Sentence

(c', c, x) R for c' , { , }C x i cÎ Î Î

(c, c', x) R for c' , { , }C x i cÎ Î Î

28
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Context “Combinatorial Testing”

30
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• A method that aims to improve the effectiveness of
software testing while lowering its cost at the same
time. The essence of CT is that not all parameters
contribute to failures but by interactions between
relatively few parameters.

• In combinatorial testing we search for all tests that
cover all combinations for any subset of size k of the
variables, where k is called the strength of the
generated test suite.

Kuhn, D.R., Kacker, R.N., Lei, Y.: Combinatorial testing. In: Laplante, P.A. 
(ed.) Encyclopedia of Software Engineering. Taylor & Francis (2012)

31

Definition 5: 
Combinatorial Testing Input Model

• A combinatorial testing input model is a tuple 
(V, DOM, CONS) where:

• V is a set of variables
• DOM is a function mapping variables from V to a set of 

values
• CONS is a set of constraints over variables that have to be 

fulfilled for each test case

32
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Example:

• Assume that there is an application which needs to be run on
different platforms consisting of five components (or
parameters):

• OS (Windows XP, Apple OS X, Red Hat Enterprise Linux), 
• browser (Internet Explorer, Firefox), 
• protocol (IPv4, IPv6), 
• CPU (Intel, AMD), 
• database (MySQL, Sybase, Oracle).

There is a total of 72 (i.e.,3×2×2×2×3) possible platforms (or combinations).

33

• It only requires 10 tests for conducting a 2-way
(i.e., k=2) or pairwise testing to cover all possible
pairs of platform components

34
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From Ontology to CT input 
model

Ontology
a formal conceptualization of
entities, their interfaces and
behaviors, and relationships,
describe the knowledge behind

CT input model 
takes a set of variables
representing inputs and
parameters together with
their domains as input model

Conversion
Provides information about certain entities 
and their relationships to extract test cases

Widely used for different application domains.
E.g., making, describing traffic situations and
navigations in the context of autonomous driving

Wildly used test 
generation technique

Combinatorial Testing

Effective 
software testing 
for autonomous 

driving!

35

Ontology Conversion
• Given an ontology (C, A, D, ω, R, τ, ѱ), we describe the conversion 

for the following three cases:
o concepts with attributes
o inheritance relations 
o compositional relations

• A combinatorial testing input model MCT comprising its variables, 
their domains, and constraints denoted by VCT , DOMCT , and 
CONSCT respectively, i.e., MCT = (VCT ;DOMCT ;CONSCT). 

• A combinatorial testing algorithm is denoted as CT(M, t) where 
M is a combinatorial testing input model and t the combinatorial 
strength, returning a test suite.

36
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Algorithm 1

40

Algorithm 2

41
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Example: Text Ontology

42

• 2-way test suite for the instances of concept 
Sentence using ACTS3.1 and IPOG

( ) :
( ) { 1, 2, }

( 1) {' 1', ' 2 ', ' 3', }
( 2) {' 1', ' 2 ', ' 3', }
( ) {'.', '?', }
( ) { 1 2 , }

CT

CT

CT

CT

CT

CT

M Sentence
V Sentence w w d
DOM w word word word
DOM w word word word
DOM d
CONS Sentence w w d

=

= Î

= Î

= Î

= ¹ÎÚ ¹Î ¹Î
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• When using ACTS 3.1 and IPOG, we obtain 255 
test cases for the concept Text from this input 
model with combinatorial strength 2.

• Fewer tests can be obtained if the strength is 
less than the number of sentences

( ) :
( ) { 1, 2}

( 1) {(' 1', ' 2 ', '?'), (' 1', ' 2 ', '.'),..., ( , ' 3 ', '?'), }
(  15 items from the test suite of Sentence and additionally )

( 2) {(' 1', ' 2 ', '

CT

CT

CT

CT

M Text
V Text s s
DOM s word word word word word
having
DOM s word word

=

= Î Î
Î

= ?'), (' 1', ' 2 ', '.'),..., ( , ' 3', '?'), }
(  15 items from the test suite of Sentence and additionally )

( ) { 1 2 }CT

word word word
having
CONS Text s s

Î Î
Î

= ¹ÎÚ ¹Î
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Remarks

• There is a better algorithm for generating CT input model from 
ontologies

Yihao Li, Jianbo Tao, and Franz Wotawa. Ontology-based Test Generation for Automated and
Autonomous Driving Functions. Information and Software Technology, Volume 117, January, 2020. 
https://doi.org/10.1016/j.infsof.2019.106200 

Florian Klück, Yihao Li, Mihai Nica, Jianbo Tao, and Franz Wotawa. Using Ontologies for Test 
Suites Generation for Automated and Autonomous Driving Functions. In Proc. of the IEEE 29th 
International Symposium on Software Reliability Engineering (ISSRE-2018) – Industrial Track, 
Memphis, USA, October 15-18, 2018 
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Experimental results obtained

• Testing an AEB function

46

AEB use case

Ont2CT input 
model algorithm

Ontology
CT input 
model

CT Test Suite 
Generation

TestCase2Open 
Scenario

(.xml)

CT Test Execution/Simulation

Source: Euro NCAP AEB C2C and VRU protocol

Source: Euro NCAP AEB C2C and VRU protocol

Ontology for AEB based on Euro NCAP protocol
using UML

Parameter values based on Euro NCAP protocol

47
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Ont2CT input 
model algorithm

CT input 
model

CT Test Suite 
Generation

Results with IPOG algorithm:
Strength 2
• Parameters      : 39
• Constraints     : 42
• Covered Tuples  : 71,337
• Number of Tests : 993

Strength 3
• Parameters      : 39
• Constraints     : 42
• Covered Tuples  : 8,163,236
• Number of Tests : 34,634

AEB use case

48

Case13.x
ml

Case166.x
ml

AEB use case

49
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Results - # of crash

0

1

0 100 200 300 400 500 600 700 800 900 1000

0 
-n

o 
cr

as
h

1-
cr

as
h

Test case #

Crash_flag 17 crashes were found in total

50

Crash case

Case with ego vehicle offset to the right! 
(#35)

51
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Crash case dry vs. wet road

Case No with dry road
No crash (#70)

Case with wet road
crash (#70_wet)

52

Crash case with pedestrians #199

53
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Summary & Conclusions

54

• Ontologies in combination with combinatorial testing can find critical
scenarios in the case of autonomous driving & ADAS

• Ontologies describe the environment comprising a static and a 
dynamic part

• There are standardized ontologies, e.g., OpenX Ontology project of
ASAM

54

Static and Dynamic Elements & 
Relationship 
wrap-up

+

https://www.stonewars.de

Diverse and complex Situation

Scenario

Static

Dynamic

Scenario: The temporal development between several scenes in a sequence 
of scenes.

55

https://www.stonewars.de/
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A general ontology Model for ADAS/AD System
Static and Dynamic Elements & Relationship 

*Ontology: a formal, explicit specification of a shared conceptualization of entities, interfaces, 
behaviors, and relationships

56

A general ontology Model for ADAS/AD System

Ambient Conditions

RoadTopology_TrafficInfrastructure

TrafficObject_Dynamic
behavior

§ Ontology model using OWL language 

(semantic web language based) 

representing the ODD information 

(fulfills ASAM OpenXOntology 

standard) for test case generation

§ The ontology includes the following 

entities, their relationships and 

constraints:

ü Road infrastructure

ü Traffic infrastructure

ü Dynamic traffic participants 

and their behaviors 

ü Environment information 

including

OWL: Web Ontology Language

57
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Search-based 
testing for AD/ADAS

58

Motivation

• Testing, i.e., generating tests 
revealing bugs, can be seen 
as search problem

59
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Different search algorithms

• Graph-based search algorithms
• A* makes use of heuristics function to find a path through a graph
• Heuristics search as generalization

• Backtracking
• Random search
• Simulated annealing
• Hill climb search
• Genetic programming

Given:
Function 𝑓(𝑥⃗)

Wanted:
𝑥⃗ such that f reaches the 
optimal value

60

Problems with reaching the optimum

𝑓(𝑥⃗) This optimum may 
not be the global 
optimum!

Hill climbing

Simulated annealing

61
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How to use search for test case 
generation?
• Need: 

1. A vector x
2. Function f(.) to be optimized

• Ad 1.: x can be the set of test cases of a program or system
• Ad 2.: f(.) can be a function that returns the quality of x

Make use of coverage and/or mutation score!

62

Genetic programming
• Population where each element has 

a chromosome
• Apply operators like

• Selection based on 
a fitness function

• Crossover
• Mutation

to generate new populations

63
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Genetic programming

p1

p2

p3

p4

P’1
mutate

P5crossover

P’1

p3
p2

P5
select

populationi populationi+1

64

Genetic programming

• Represent problem as chromosomes comprising genes. A set of 
chromosomes is called a population

• Chromosomes can be stated as strings (or any other collection)

0 0 0 0 0 0

1 1 1 1 1 1

1 0 1 0 1 1

1 1 0 1 1 0

C1

C2

C3

C4

1 1 1 0 0 0

crossover

1 0 1 1 1 1
mutation

65
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Genetic algorithm (GA)
• Crossover: 

• Selection of 2 arbitrary chromosomes
• Take genes from both to generate a new chromosome

• Mutation:
• Select 1 arbitrary chromosome
• Change 1 or more genes for generating a new chromosome

• Selection of chromosomes:
• Make use of a fitness function

66

Fitness function

• Maps chromosomes to a particular fitness value

0 0 0 0 0 0
f(.) 

0.923

67
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Genetic algorithm
Initialize Population

(Generate population randomly)

Select Population using fitness 
function

Perform crossover

Perform mutation

Stop 
criterion 
reached?

yes

no

In every step we may have 
a population of same size. 

Use fitness function to 
select n chromosomes.

We may generate a lot of 
mutations and other 

offsprings using mutation 
operators and crossover.

We stop when reaching a 
criterion, e.g., one 

chromosome reached a 
certain fitness level.

68

Using GA in the context of testing 
safety critical systems
• Generating scenarios for testing, e.g., autonomous driving 

functions
• Focus on generating interactions between the environment and the system 

under test

• Generating test data
• Methods like CT or MBT generate abstract tests, which need to be 

concretized.
• Use GA for finding concrete values that more likely lead to revealing faults

69
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Generating scenarios

• Have a look at active cruise control (ACC)

ego vehicle vehicle in front

Initial speed
Speed wanted 

Initial speed
Speed at time 1, 2, 3

Initial
distance

80 100 25 80 120 70 40

Initial speed   Speed wanted 

Initial speed
Speed at time 1, 2, 3

Initial distance

• May use mutation function for 
integers

• Alternatively, we may come up with a 
collection of values for each gene, we 
may select. Mutation would be a 
change of a value for one gene.

70

Another example
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in this direction puts the focus on enhancing ADAS testing
with an automated search for critical situations as discussed
by Tatar et al. [3] and Wotawa [4]. In our paper, we are
going into this direction of research i.e., introducing an
automated framework for test parameter optimization by
utilizing a genetic algorithm to obtain critical scenarios
as basis for virtual ADAS testing. Figure 1 shows the
automatic execution of a virtual driving scenario for AEB
verification as generated by the proposed testing framework.
We consider a test scenario to be critical if the underlying
set of parameters depicts a situation that evokes malfunction
of the ADAS system.

Figure 1. Virtual driving scenario for AEB verification, generated and
executed by the proposed genetic algorithm-based testing framework.

Our paper is structured as follows: First, we discuss
preliminaries and then provide an overview of our testing
approach, including the tool-chain setup, where we imple-
mented the genetic algorithm for test case optimization.
Afterward, we introduce a case study where we investigated
the effectiveness of our approach in finding critical scenarios
by comparing it to results we obtained from random testing.
In the case study, we consider an AEB test procedure,
defined by the European New Car Assessment Programme
(EURO NCAP) [5] for on-road testing and transfer particular
driving scenarios to virtual testing. After discussing the
results of our case study in detail, we finally conclude this
paper with a brief outlook on our future work.

II. PRELIMINARIES

In this paper, we contribute to test case generation in the
context of identifying critical scenarios for automated or
autonomous driving functions. From a general perspective,
we assume to have a set of parameters and their domains
in a particular driving scenario where we want to identify
a certain assignment of values to parameters that can be
classified as critical. In this case, the value assignments
are considered as the input of testing and the classification
result as the output. For the classification, we rely on a
given oracle function, which we describe later in this paper.
We are now able to describe the general testing problem,
we are going to tackle in this paper, as follows: Given a

finite set of parameters P together with a function dom that
returns the domain, i.e., a set of values, for each parameters
p 2 P , and an oracle function � that returns critical ?, in
case the execution of the system under test (SUT) together
with a given parameter value assignment leads to a critical
situation, and not critical >, otherwise. The general testing
problem relies on answering the question whether there exist
an assignment of values PA from dom(p) for all parameters
p 2 P such that �(SUT, PA) returns ?, when executing
the SUT. To answer this question, we have to generate test
cases. It is worth noting, that the testing problem itself
may not be decidable. This is the case when considering
infinite domains where we are not able to exhaustively try
all different value combinations. In cases of finite domains,
the problem is decidable but may be infeasible because of
the huge corresponding search space.

A test case tc in the context of this paper is a set of
parameter value assignments, i.e., tc = {(p, x)|p 2 P ^ x 2
dom(p)} where |tc| = |P |. For a test case, we assume
that we have assigned a value for all parameters in P . A
test suite is a set of test cases. Automated test case or test
suite generation focuses on finding a test case or test suite
respectively that reveals a fault, i.e., in our case leading to
an execution of the SUT that can be classified as ? using
the oracle function �. There have been many methods for
automated test case generation proposed in literature includ-
ing model-based testing [6], [7] or random testing [8], [9].
In random testing, which we are going to use as a baseline
for comparison, the test cases are generated randomly, i.e.,
an arbitrary value for each parameter is selected from its
domain, where we often rely on a uniform distribution.
Random testing either stops when the number of test cases to
be generated is reached or a fault is revealed, i.e., in our case,
the � function returns ?. When assuming that each of the
generated test cases is stochastically independent, each call
to the oracle function � can be considered to be a Bernoulli
trial, and the probability distribution of the number R of
such trials needed to get one success, i.e., one evaluation
of � returning ?, follows a discrete geometric distribution.
Hence, the probability of the number of trials needed to be
k is p(R = k) = (1 � p)k�1p where p is the probability
of success. If we are interested in the probability of random
testing that in k trials we have 1 or more successes, we
can use the cumulative distribution function (CDF), which
is cdfGD(k) = 1 � (1 � p)k in case of the geometric
distribution. The expected value or mean of the geometric
distribution is well-known to be E[R] = 1

p . We are going
to use this equation for computing the expected number
of randomly generated test cases needed in order to find
a critical test accordingly to the oracle function �.

III. TESTING APPROACH

In this section, we discuss the general tool-chain setup
and the basic principles behind genetic algorithms. The used

testing tool-chain is based on previous work in this domain,
e.g., [10], [11].

A. General Tool-chain Setup

In order to facilitate our testing procedure, the underlying
tool-chain is designed to automatically execute a large
number of virtual test scenarios. Using a script, we control
the automatic generation, execution and evaluation of test
scenarios as illustrated in Figure 2.

Figure 2. Overview of the underlying tool-chain for automatic test scenario
generation, execution and evaluation.

Test Scenarios are based on test cases that contain certain
parameter values. These parameter values are handed over
one by one to a model integration and co-simulation platform
called AVL Model.Connect [12]. This platform connects
different components used for testing, for instance, realistic
vehicle models, ADAS functions as well as an interface
to our 3D simulation platform Vires VTD [13]. Model
Connect orchestrates the simulation run which is carried out
in Vires VTD and than again evaluated in Model.Connect.
In this course Model.Connect sends control signals (e.g.,
vehicle maneuvers) to VTD. VTD on the other hand exploits
the input signals and outputs information about the virtual
environment, for instance, sensor data.

Utilizing the described setup, we are able to automatically
execute and evaluate a theoretically unlimited number of
test-cases. Regarding test duration, we enabled the simu-
lation to run faster than real time and therefore reduced
the required time for testing by about one third. Based
on the presented tool-chain setup a genetic algorithm is
implemented in a way that it can efficiently select test
parameter values to obtain critical test scenarios as explained
in Subsection III-B Genetic Algorithm. Furthermore, our
understanding of a critical test scenario is described in
Section IV AEB Case Study.

B. Genetic Algorithm

Genetic algorithms are inspired by the evolutionary pro-
cess of natural selection and are commonly applied to search
and optimization problems. In [14] it is argued that for
testing on system level, search-based techniques are best

suited. The genetic algorithm evolves an initial population of
candidate solutions (called individuals) towards a predefined
optimum. Each individual consist of a set of properties
(called chromosomes) comprising specific values (called
genes) that can be modified by the algorithm between two
generations. The general operating principle of a genetic al-
gorithm comprises the following four steps that are executed
in a loop until either a predefined target is reached or a
certain number of generations have passed: After a first test
execution the individuals contained in the starting population
are evaluated by means of a predefined cost function. Then,
suitable individuals are selected as candidates for the next
generation. Depending on certain predefined probabilities,
the selected individual’s properties are modified by crossing
and mutation.

When two individuals are selected for crossing, they swap
parts of their chromosomes to form two new individuals
for the next generation. If an individual is selected for
mutation, a randomly selected new gene replaces an old
gene. Mutation has the advantage that a new parameter,
independent from the start population, can be introduced
without completely changing the selected individual’s ini-
tial properties. For further detailed explanations on genetic
algorithms, we like to refer the interested reader to [15].

In our implementation, we utilized the DEAP Python
library [16], that provides a standard implementation of
several basic types of evolutionary algorithms. For evalu-
ating individuals we choose time-to-collision to be our cost
function, which is described in further detail in section IV.
Generally, we seek to minimize the obtained TTC value.
Therefore, the lower the obtained TTC value, the higher the
evaluation score for this individual. For selection, we follow
a random-based strategy, where we repeatably pick a certain
number of individuals and select the best ones until we reach
the initial number of individuals. If an individual should be
crossed or mutated is independently decided based on the
predefined crossing and mutation probability. However, there
is no general rule for defining these probabilities. Therefore,
suitable values were found iteratively in the course of several
experimental test runs.

IV. AEB CASE STUDY

In the following we report on the results obtained from
the AEB case study. We first describe the underlying setup,
before presenting and discussing the obtained empirical
results.

A. Setup

In the course of this case study, we want to investigate the
effectiveness of our genetic algorithm approach in finding
critical scenarios by comparing it to results obtained when
using random testing. Each technique is used to select test
parameter values within predefined valid ranges. The genetic
approach iteratively optimizes test parameters from the seed
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• Use Time-to-Collision (TTC) as fitness function
• Parameters:

• Results: 

population; for random testing an arbitrary set of parameter
values is selected. From the set of test parameters we create
executable test scenarios. These scenarios form the basis for
virtually testing the AEB system.

The AEB system is a vehicle active safety function
designed to automatically apply braking in response to the
detection of a potential collision. The system comprises two
main components, first the vision system and second the
brake control system. The vision system (I) is based on a
radar sensor model and an object detection algorithm. As
soon as the leading Global Vehicle Target (GVT) enters
the radar’s cone-shaped field of view, the system detects
the vehicle and identifies its position and speed. Based on
that, the brake control system (II) calculates the minimum
required breaking distance towards the leading vehicle and
adds a velocity dependent safety margin. As soon as the
calculated distance is equal to or goes below the actual
headway distance, a braking maneuver is triggered.

Considering both testing techniques, we compare the
probability of finding critical scenarios. We consider a
scenario to be critical when the underlying parameter set
is capable of revealing unintended behavior of the AEB
system in terms of a crash or near crash event. To assess
the criticality of each scenario, we measure the Time-To-
Collision over simulation time and determine the minimum
value. TTC is a well-known time-based safety indicator
for detecting rear-end collision risks. The TTC value at an
instance t is defined as the time remaining for two vehicles
to collide if they proceed on the same path at their current
speed [17]. It can, therefore, be said that the higher a TTC
value the safer the driving situation and vice versa. In [18] it
is stated that regular drivers are likely to initiate their braking
before the time to collision reaches 4 seconds. However,
according to [19] only encounters with a minimum TTC less
than 1.5 seconds are actually considered as critical situations.
Since we are investigating a fully automated emergency
braking system we neglect the driver’s reaction time and
define our oracle function � to return critical ?, in case
the execution of the system under test together with a given
parameter value assignment leads to a TTC between 0 and
1 seconds, and not critical >, for a Time-To-Collision value
greater than 1 second.

As orientation for setting up a suitable scenario template
for the obtained parameter sets, we follow the AEB system
test protocol defined in the European New Car Assessment
Programme (EURO NCAP) [5]. This protocol specifies on-
road AEB test procedures that focus on three main collision
types namely Car-to-Car Rear Stationary (CCRs), Car-to-
Car Rear Moving (CCRm) and Car-to-Car Rear Braking
(CCRb). First, CCRs describes a collision where a vehi-
cle travels forward and frontally strikes the rear part of
a stationary vehicle. Second, CCRm describes a collision
where a vehicle travels forward and frontally strikes the
rear part of a vehicle traveling at constant speed. Third,

CCRb describes a collision where a vehicle travels forward
and frontally strikes the rear part of a decelerating vehicle.
All three mentioned collision scenarios solely depend on
the longitudinal movement of the leading vehicle and are
considered in this case study.

Besides vehicle maneuvers the EURO NCAP further-
more specifies environment conditions regarding test track,
weather and surroundings. Testing shall be conducted on a
dry (i.e., friction coefficient = 0.9) solid-paved and leveled
surface without any other objects in lateral distance of 3.0
meters that could evoke unintended sensor measurements.
These specifications form the static part of the scenario
template and stay unchanged between different scenarios.
The dynamic part of the scenario template instead describes
longitudinal vehicle maneuvers, different GVT starting po-
sitions and lateral overlap of the Ego vehicle and comprises
eight parameters, as listed in Table I.

Table I
PARAMETERS AND THEIR PHYSICAL UNITS

Parameter (Ego) Unit Parameter (GVT) Unit

EgoTarget [m/s] GvtTarget [m/s]
EgoSpeedChange [m/s2] GvtSpeedChange [m/s2]

EgoInitSpeed [m/s] GvtInitSpeed [m/s]
EgoOffset [m] GvtYPosition [m]

Longitudinal movement and lateral overlap of the Ego
vehicle are described by the first table row that defines
parameter domains, for target speed, speed change, initial
speed and lateral offset. Lateral offset is defined as the
width of the Ego vehicle overlapping the GVT in reference
to the center line of the Ego vehicle. The same parameter
domains are applied to describe the longitudinal movement
of the GVT vehicle. However, instead of lateral offset a
longitudinal distance in relation to the Ego vehicle defines
the GVT starting position.

In order to assess the AEB system, we agreed on the fol-
lowing test procedure. For both, the random and the genetic
approach we want to run test sets with the same amount
of test cases representing our test budget. Considering a
small test budget, we carry out two test sets comprising
106 test cases with arbitrary selected parameter values for
random testing. Analogous we randomly generate two initial
start populations for the genetic approach comprising 21
test cases to be carried out over five generations. Genetic
algorithms usually show their best converging performance
towards a global optimum, when opposed to a diverse seed
population over a sufficiently high number of Generations.
This stays in contrast to our setup where we both have
a relatively small seed population and a low number of
generations. Therefore, a valid assumption is that the random
testing approach could be in slight advantage when testing
with a low budget.

Considering a higher test budget, we carry out two test

sets comprising 1,065 test cases with arbitrary selected
parameter values for random testing. Analogous we ran-
domly generate two initial start populations for the genetic
approach comprising 106 test cases to be carried out over
ten generations. The odd numbers of test cases in both
comparisons result from an additional experiment we run
to compare our approach with a third testing technique that
is part of our future work. In total we carried out eight test
runs and studied the results regarding the efficiency of both
approaches in finding critical scenarios.

B. Results

As described in the previous section, we carried out
an AEB case study to investigate the effectiveness of our
genetic algorithm approach in finding critical scenarios by
comparing it to the results from random testing. For reasons
of space, we decided to only chart the results of one test
run for each testing technique and test budget. However,
in Table II the results of all carried out test runs are
summarized.

Table II
TEST RESULTS FROM RANDOM AND GENETIC ALGORITHM TESTING

Testing Number of min. TCC min. TTC min. TTC

Technique Tests Test Set 1 Test Set 2 �
Random 106 0.270000 1.280000 -
Genetic 106 0.347000 0.372000 0.0176
Random 1,065 0.270000 0.310000 -
Genetic 1,060 0.271359 0.271372 9.19·10�6

The first table row summarizes the results for low budget
testing. For both testing techniques the minimal TTC values,
obtained from the best test case in each set, is shown. The
first test set with 106 randomly generated test cases results
in a minimal TTC value of 0.27 seconds, the best test case
in the second test set results in a minimal TTC value of 1.28
seconds. In comparison, the minimal TTC values obtained
from the genetic algorithm approach show less variance,
where the best test case results in a minimal TTC value
of 0.347 seconds in the first test set and a similar minimal
TTC value of 0.372 seconds in the second test set. The rather
low deviation of 0.0176 seconds (min.TTC �) indicates that
homogeneous results around the TTCmin mean value of
0.3595 seconds, can be expected when carrying out the
genetic algorithm on low budget test sets under the same
conditions. However, a higher number of experiments would
be required to substantiate this assumption.

The second table row represents the higher budget test set
results and compares the minimal TTC values obtained for
both test sets. In the first set of 1,065 randomly generated test
cases, the best test case again results in a minimal TTC value
of 0.27 seconds, the second set contains one test case that
shows a minimal TTC value of 0.31 seconds. Both genetic
algorithm test sets result in very similar minimal TTC values,
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Figure 3. Histogram depicting the resulting TTC distribution of low budget
test sets for (a) random testing (one test set) and (b) genetic algorithm tests
(one test set).

showing almost no deviation from the mean minimal TTC
value of 0.2713655 seconds.

The histogram shown in Figure 3 (a) illustrates the ob-
tained TTC distribution, resulting from the 106 randomly
generated test scenarios contained in the second test set
for low budget testing. The first observation we make is
that more than 60 scenarios can be classified as invalid test
scenarios. We consider a scenario to be invalid when the
obtained TTC value is greater than 20 seconds, because in
this case, the AEB system is inactive and will not be affected
by any means. As soon as the TTC goes below 20 seconds
the AEB system is activated. This is not necessarily followed
by a braking maneuver but we get a first response from
the system under test. The second observation we make is
that for this test set, random testing has revealed no test
case where the oracle function � returns critical ? (i.e., a
minimal TTC value between 0 and 1 seconds). However,
three test cases result in a TTC value between 1 and 2
seconds, coming rather close to our definition of a critical
scenario.

Next, we compare these results to the obtained TTC
distribution of the 106 test scenarios we generated using
the genetic algorithm, as shown in Figure 3 (b). Here we
observe a significantly lower number of invalid test scenar-
ios, compared to the results obtained from random testing.
For random testing nearly 60% of all test scenarios did not
produce a valid TTC; for the genetic algorithm approach the
number of invalid test cases is reduced to about 25%. The
second observation we make is that the genetic algorithm
was able to identify the critical region of the test parameter
space that results in low TTC values and iteratively shifted
the generation of new test scenarios towards that region. We
see an accumulation of test scenarios resulting in TTC values
between three to six seconds. However, the genetic algorithm
did not produce test scenarios that resulted in significantly
lower TTC values compared to random testing. Only one
test scenario resulted in a minimal TTC that was classified
as critical ? by the oracle function.

Considering a higher test budget, we carried out two test
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• Random testing performs well
• The probability of finding a fault is 

high

• GA’s focus a lot towards 
finding optimal test cases

• Lower number of invalid tests

0 5 10 15 20

0

200

400

600

invalid
TTC (a)

N
um

be
r

of
Te

st
ca

se
s

0 5 10 15 20

0

200

400

600

invalid
TTC (b)

N
um

be
r

of
Te

st
ca

se
s

Figure 4. Histogram depicting the resulting TTC distribution of high
budget test sets for (a) random testing (one test set) and (b) genetic
algorithm tests (one test set).

sets comprising 1,065 test scenarios containing arbitrary
selected parameter values for random testing. Analogous
we randomly generate two initial start populations for the
genetic approach comprising 106 test cases to be carried
out over ten generations. The resulting TTC distribution
obtained from random testing is shown in Figure 4 (a).

We again observe a huge number of invalid test scenarios
(i.e., TestScenarios with a TTC value greater than 20 sec-
onds). In total we had 689 invalid test cases, which is equal
to about 65% of the whole test set. However, random testing
is again producing suitable results with 41 out of the 1,065
executed test scenarios classified as critical ? by the oracle
function �. Next, we compare these results to the obtained
TTC distribution of the 1,060 test scenarios we generated
using the genetic algorithm, as shown in Figure 4 (b).

Similar to the results of the low budget experiments, the
genetic algorithm shows a significantly lower number of
invalid test scenarios compared to random testing. In this ex-
periment the genetic algorithm had more time to explore the
input parameter space and influence the generation of new
test scenarios accordingly. The test results, therefore, show
a TTC distribution that is almost exponential approaching
towards the region of critical TTC values. It is remarkable
that the majority of executed test cases is classified as critical

? by the oracle function � (i.e., due to a resulting TTC value
between 0 and 1 seconds).

Considering the results of our experiments we see that
the genetic algorithm is reliably optimizing the scenario’s
underlying parameter sets so they result in low TTC values.
However, when selecting the test parameter values randomly,
there are test scenarios resulting in very low TTC values
as well, which is an interesting observation that requires
finding the reasons behind. Since the genetic algorithm
approach is an elaborate process, we are interested in finding
out how many randomly generated test cases one would
need in order to find a critical test scenario accordingly to
the oracle function �. Therefore we calculate a probability
distribution function, considering all four test sets used for
random testing as shown in Figure 5. As earlier introduced

0–
1

1–
2

2–
3

3–
4

4–
5

5–
6

6–
7

7–
8

8–
9

9–
10

10
–1

1
11

–1
2

12
–1

3
13

–1
4

14
–1

5
15

–1
6

16
–1

7
17

–1
8

18
–1

9
19

–2
0

20
–i

nf

0

0.2

0.4

0.6

TTC Range [s]

Pr
ob

ab
ili

ty
P(

TT
C

)

Figure 5. Probability Distribution function calculated based on the results
of the four randomly generated test sets. The function is based on 2,342
executed test scenarios and describes the probability distribution for the
noted TTC Ranges.

in section II, the expected value or mean of the geometric
distribution is well-known to be E[R] = 1

p . We are going
to use this equation to compute the expected number of
randomly generated test cases needed in order to find a
critical test scenario. If we define � to consider TTC values
between 0 and 1 seconds as critical, it would on average
require 32 randomly generated test scenarios to obtain a
critical TTC value. Therefore, it is very much likely to find
a critical parameter set for the AEB case study even when
considering a smaller number of randomly generated test
cases.

C. Discussion

In section IV-B, we discussed the experimental results of
the AEB Case Study, where we compared the effectiveness
of the genetic algorithm in finding critical driving scenarios
to random testing. Hereby both strengths and weaknesses
of the genetic algorithm have been detected. We showed
that the genetic algorithm is able to reliably find the param-
eter value combinations that lead to critical scenarios and
modifying the generation of new test scenarios accordingly.
As seen in Figure 4 (b) the majority of executed scenarios
was classified as critical ? by the oracle function �. Based
on our empirical results it can be assumed that when using
the genetic algorithm, it is almost guaranteed to generate
critical scenarios. However, the genetic algorithm was not
able to generate a driving scenario resulting in a lower
TTC value than about 0.27 seconds, which was also the
lowest value for random testing. One reason could be that
the underlying set of parameters values for this scenario
represents the global optimum. A further advantage is that
the genetic algorithm is iteratively eliminating invalid test
scenarios. It can be seen that both for low budget and higher
budget testing the amount of invalid test cases lies around
60% for random testing and around 25% for the genetic
algorithm. Therefore it can be said that the genetic algorithm

sets comprising 1,065 test cases with arbitrary selected
parameter values for random testing. Analogous we ran-
domly generate two initial start populations for the genetic
approach comprising 106 test cases to be carried out over
ten generations. The odd numbers of test cases in both
comparisons result from an additional experiment we run
to compare our approach with a third testing technique that
is part of our future work. In total we carried out eight test
runs and studied the results regarding the efficiency of both
approaches in finding critical scenarios.

B. Results

As described in the previous section, we carried out
an AEB case study to investigate the effectiveness of our
genetic algorithm approach in finding critical scenarios by
comparing it to the results from random testing. For reasons
of space, we decided to only chart the results of one test
run for each testing technique and test budget. However,
in Table II the results of all carried out test runs are
summarized.

Table II
TEST RESULTS FROM RANDOM AND GENETIC ALGORITHM TESTING

Testing Number of min. TCC min. TTC min. TTC

Technique Tests Test Set 1 Test Set 2 �
Random 106 0.270000 1.280000 -
Genetic 106 0.347000 0.372000 0.0176
Random 1,065 0.270000 0.310000 -
Genetic 1,060 0.271359 0.271372 9.19·10�6

The first table row summarizes the results for low budget
testing. For both testing techniques the minimal TTC values,
obtained from the best test case in each set, is shown. The
first test set with 106 randomly generated test cases results
in a minimal TTC value of 0.27 seconds, the best test case
in the second test set results in a minimal TTC value of 1.28
seconds. In comparison, the minimal TTC values obtained
from the genetic algorithm approach show less variance,
where the best test case results in a minimal TTC value
of 0.347 seconds in the first test set and a similar minimal
TTC value of 0.372 seconds in the second test set. The rather
low deviation of 0.0176 seconds (min.TTC �) indicates that
homogeneous results around the TTCmin mean value of
0.3595 seconds, can be expected when carrying out the
genetic algorithm on low budget test sets under the same
conditions. However, a higher number of experiments would
be required to substantiate this assumption.

The second table row represents the higher budget test set
results and compares the minimal TTC values obtained for
both test sets. In the first set of 1,065 randomly generated test
cases, the best test case again results in a minimal TTC value
of 0.27 seconds, the second set contains one test case that
shows a minimal TTC value of 0.31 seconds. Both genetic
algorithm test sets result in very similar minimal TTC values,
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Figure 3. Histogram depicting the resulting TTC distribution of low budget
test sets for (a) random testing (one test set) and (b) genetic algorithm tests
(one test set).

showing almost no deviation from the mean minimal TTC
value of 0.2713655 seconds.

The histogram shown in Figure 3 (a) illustrates the ob-
tained TTC distribution, resulting from the 106 randomly
generated test scenarios contained in the second test set
for low budget testing. The first observation we make is
that more than 60 scenarios can be classified as invalid test
scenarios. We consider a scenario to be invalid when the
obtained TTC value is greater than 20 seconds, because in
this case, the AEB system is inactive and will not be affected
by any means. As soon as the TTC goes below 20 seconds
the AEB system is activated. This is not necessarily followed
by a braking maneuver but we get a first response from
the system under test. The second observation we make is
that for this test set, random testing has revealed no test
case where the oracle function � returns critical ? (i.e., a
minimal TTC value between 0 and 1 seconds). However,
three test cases result in a TTC value between 1 and 2
seconds, coming rather close to our definition of a critical
scenario.

Next, we compare these results to the obtained TTC
distribution of the 106 test scenarios we generated using
the genetic algorithm, as shown in Figure 3 (b). Here we
observe a significantly lower number of invalid test scenar-
ios, compared to the results obtained from random testing.
For random testing nearly 60% of all test scenarios did not
produce a valid TTC; for the genetic algorithm approach the
number of invalid test cases is reduced to about 25%. The
second observation we make is that the genetic algorithm
was able to identify the critical region of the test parameter
space that results in low TTC values and iteratively shifted
the generation of new test scenarios towards that region. We
see an accumulation of test scenarios resulting in TTC values
between three to six seconds. However, the genetic algorithm
did not produce test scenarios that resulted in significantly
lower TTC values compared to random testing. Only one
test scenario resulted in a minimal TTC that was classified
as critical ? by the oracle function.

Considering a higher test budget, we carried out two test
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Does SBT also work for testing different driving functions in varying test environments?

• In [4] we participated in in the first Cyber-Physical Systems Testing Tool Competition and contributed a 
test case generator for automatic road generation for testing a lane-keeping system (ALKS) in BeamNG.

• Test case generator:
• GA that modifies for control point arrangements of a Bezier curves to result in challenging road geometries
• The test generator can be applied in two different search variants:

• Exploitative search (GABExploit)
• Exploratory search (GABExplore) 

[4] SBST Tool Competition 2021

74/25
[4] Sebastiano Panichella, Alessio Gambi, Fiorella Zampetti, andVincenzo Riccio. Sbst tool competition2021. In 2021 IEEE/ACM 14th International Workshop on Search-BasedSoftware Testing(SBST), pages 20–27, May 2021.

• SBST Tool Competition Outcome:
• GABExploit generated a substantial amount of OEBs
• GABExplore only performed well on higher time budgets
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Does SBT also work for testing different driving functions in varying test environments?

• In [5] we participated in 2021 IEEE Autonomous Driving AI Test Challenge, we contributed an approach for 
the automated generation of diverse critical scenarios for testing the Apollo AD stack in LG SVL simulator.

• Approach:
• GA-based behavior sequence optimization
• The approach generates and modifies lists of actions, which are executed by the NPCs during the simulation
• Open search space, not restricted to underlying scenario parameters

[5] 2021 IEEE Autonomous Driving AI Test Challenge

75/25
[5] D. Kaufmann, L. Klampfl, F. Kluck, M. Zimmermann, andJ. Tao. Critical andchallenging scenariogenerationbasedon automatic actionbehavior sequenceoptimization: 2021 ieeeautonomous drivingai test challengegroup108. In 2021 IEEE International Conference On Artificial IntelligenceTesting(AITest), pages 118–127, Los Alamitos, CA,USA, aug2021. IEEE Computer Society.

• Conclusion:
• Q3: Yes - The SBT approach can be transferred for testing different driving functions in varying test environments

• SBT revealed ALKS failure in BeamNG environment
• SBT revealed failure in the Apollo full driving stack in LG SVL simulator

Critical Scenario:

Challenging Scenario:
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Can we provide guarantees and determine when to stop testing?

• Software and system testing can never prove the absence of failure…
• If SBT generates just one failing test case, we know the system is faulty!
• If SBT generates no failure ->  when to stop SBT? 

• Theoretical perspective: 
• No hard guarantees for SBT

• No guarantee all critical regions covered

• Genetic operators and cost-function might bias the search 

• Practical perspective: 
• Advantage: SBT identifies failures fast
• High number of failing test cases in all our ADAS studies

• Observation: Cost-function reliably converged towards critical regions between generations

• With increasing maturity, the number of failures in the system should also decrease. 
• Given the cost function considers parameters related to failure:

• No convergence between generations -> SBT has lost its advantage to identify failures fast.
• Final assessment using other testing strategies (e.g., a high strength combinatorial test suite) 

Final considerations

76/25
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Further reading
(1) Hermann Felbinger and Florian Klück and Yihao Li and Mihai Nica and Jianbo

Tao and Franz Wotawa and Martin Zimmermann. Comparing two systematic
approaches for testing automated driving functions. In Proceedings of the
8th IEEE International Conference on Connected Vehicles and Expo (ICCVE), 
Graz, Austria, 2019. 

(2) Florian Klück, Franz Wotawa, Martin Zimmermann and Mihai Nica. 
Performance comparison of two search-based testing strategies for
ADAS System Validation. In Proceedings of the 31st IFIP International 
Conference on Testing Software and Systems (ICTSS), Paris, France, 2019. 

(3) Florian Klück, Martin Zimmermann, Franz Wotawa, and Mihai Nica. Genetic
algorithm-based test parameter optimization for ADAS system testing. In 
Proceedings of the 19th IEEE International Conference on Software Quality, 
Reliability, and Security (QRS), 2019. 
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Summary SBT

• Genetic programming and GA have been used for test suite 
generation successfully (not only for AD/ADAS, e.g., EvoSuite
for Java)

• Require a mapping of test generation into the search paradigm, 
e.g. the GA

• Can also be used to test safety-critical functions (e.g., in the 
case of automated automotive functions)

• Sometimes random testing seems to be sufficient as well!
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Comparing OBT & SBT
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How does SBT perform compared to combinatorial testing?

• In [3] we performed an empirical comparison of CT and SBT in the context of ADAS testing (RT as 
baseline)

• 3rd AEB case study: 
• Test Generation: all methods share the same CT input model to generate test suits of similar size
• Test Execution: we performed our study on two AEB systems and distinguished five crash types for evaluation
• Result Analysis: we focus on the failure detection capability of each method:

• Distribution of AEB1 and AEB2 crash events
• Coverage (t-way combinatorial coverage)
• (Time-to-failure)
• (Similarity between critical scenarios)

[3] An Empirical Comparison of Combinatorial Testing and Search-based Testing in the context of Automated and Autonomous Systems Testing

80/25
[3] Florian Klück, YihaoLi, JianboTao, andFranz Wotawa. An Empirical Comparisonof Combinatorial TestingandSearch-basedTesting in thecontext of AutomatedandAutonomous Systems Testing. SubmittedtotheIEEE Transactions on Reliability. 2022.
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How does SBT perform compared to combinatorial testing?

• CT-based:
• CT test suite generation using AVL “Load Matrix for Software”: 

• CT2: 978 test cases 
• CT3: 21,418 test cases

• RT-based: 
• Uniform distribution:

• First, select parameters from CT input model at random
• Second, remove forbidden combinations
• Repeat until RT test suite same size as CT2 i.e., 978 test cases 

• SBT-based:
• GA optimization problem:

• Genes: scenario players
• Chromosomes: scenario player properties
• Scenario type: random during seed generation 
• Constraints checked on every individual (seed, crossing, mutation)

• We aim for a SBT test suite size similar to CT2:
• SBT test run: populate 40 individuals over 5 generations
• SBT test suite: combine 6 independent test runs

[3] Test Case Generation:

81/25
[3] Florian Klück, YihaoLi, JianboTao, andFranz Wotawa. An Empirical Comparisonof Combinatorial TestingandSearch-basedTesting in thecontext of AutomatedandAutonomous Systems Testing. SubmittedtotheIEEE Transactions on Reliability. 2022.

GA Representation

CT Input Model
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How does SBT perform compared to combinatorial testing ?
[3] Result Analysis:

82/25
[3] Florian Klück, YihaoLi, JianboTao, andFranz Wotawa. An Empirical Comparisonof Combinatorial TestingandSearch-basedTesting in thecontext of AutomatedandAutonomous Systems Testing. SubmittedtotheIEEE Transactions on Reliability. 2022.

• FCV is the most difficult crash type to detect:
• SBT generated five FCV scenarios in two test runs (SBT05 and SBT10)
• RT detected one FCV scenario in test run (RT03)
• CT2 triggered no FCV crash event 
• CT3 detected two FCV crash events

• All remaining crash events got detected by each method (some less frequent)
• AEB1 has noticeable defects in avoiding collision with pedestrian 1

AEB1 Crash Event Distribution

• SBT scenarios show higher probability to detect failure (19.85%) compared to RT, CT2, and CT3, 
especially for FCV (0.05%), FCP1 (13.86%), and SCP1 (5.77%)

• CT2 and CT3 scenarios show higher probability to detect FCP2 (0.41%) and SCP2 (0.20%) 
compared to SBT and RT

AEB1 Crash Event Probability Analysis

82

How does SBT perform compared to combinatorial testing ?
[3] Result Analysis:

83/25
[3] Florian Klück, YihaoLi, JianboTao, andFranz Wotawa. An Empirical Comparisonof Combinatorial TestingandSearch-basedTesting in thecontext of AutomatedandAutonomous Systems Testing. SubmittedtotheIEEE Transactions on Reliability. 2022.

AEB2 Crash Event Distribution

• FCP2 is the most difficult crash type to detect, followed by SCP2:
• SBT and RT both fail to generate a FCP2 scenarios
• SBT shows slight advantages over RT in detecting SCP2
• CT2 and CT3 are both able to detect all crash types

• AEB2 seems more vulnerable with noticeable defects that lead FCV and FCP1

AEB2 Crash Event Probability Analysis

• SBT scenarios always show higher probability to detect failure, except for FCP2
• CT3 and CT2 highest and second highest possibility to detect FCP2
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How does SBT perform compared to combinatorial testing ?
[3] Result Analysis:

84/25
[3] Florian Klück, YihaoLi, JianboTao, andFranz Wotawa. An Empirical Comparisonof Combinatorial TestingandSearch-basedTesting in thecontext of AutomatedandAutonomous Systems Testing. SubmittedtotheIEEE Transactions on Reliability. 2022.

T-way Combinatorial Coverage Analysis

• SBT has a slightly lower coverage than RT with respect to the t-way coverage
• Each CT2 coverage is higher than the corresponding n-way (n=2,3,4,5) coverage for SBT and RT

• Conclusion:
• Q2: SBT identifies system failures faster than CT and RT. However, CT shows more reliable coverage of failure types 

• CT and SBT tend to be complementary to each other.
• On the one hand, CT is more effective than SBT in terms of the detected crash types
• On the other hand, SBT is likely to be more efficient than CT having a higher crash detection probability

• RT does not appear to have a clear advantage over CT or SBT
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Summary and conclusions
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Summary

• Both SBA and OBT/CT work fine for detecting faults of 
AD/ADAS functionality

• AEB, ALKS, AD (Apollo)

• OBT/CT comes with guarantees:
• Combinatorial strength
• Ontology coverage

• There are no guarantees in the case of SBT
• Random Testing is often also working very well
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Research questions

• When do use OBT/CT and when SBT?
• Come up with guidelines for testing methods for AD/ADAS

• Oracle problem is not always that easy to solve!
• TTC is not always the best measure
• There might be other properties to be checked during testing

• OBT/CT comes with a high computational footprint
• Improve using OBT/CT

• Other application areas for OBT
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Testing is not enough!
• Even after rigorous testing we may face 

trouble
• Search space for testing is huge!
• n concepts and k values: kn

• Example: 100 concepts, 
each domain of size 
5 leads to 1070 different 
tests

• Need to evaluate driving behavior 
during operation!

• Fail-operationality required too!
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Thank you for your 
attention! 

Questions?
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