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Abstract. In this paper we introduce a new formalism to represent multi-agent
systems where resources can be exchanged among different agents by maximizing the utility of the agents conforming the systems. In addition to introduce a
formalism to specify agents, we provide a formal framework to test whether an
implementation conforms to the specification of an agent of the system.

1 Introduction
Computational collective intelligence has as its main objective to extract information
from the knowledge of the components of a group that could not be extracted by taking
this knowledge in an isolated way. A very simple example, extracted from [15], is that
if one agent knows that a ≤ b and another one knows that b ≤ a, then we can extract
from the system a new piece of information a = b. We can use a similar approach in
multi-agent systems where agents can compete to obtain resources: If we do this in a
collaborative, collective way, all the agents can profit. For example, let us consider that
a seller is willing to sell a certain item by at least n money units while a buyer is willing
to pay at most m money units for this item. By putting together this information, we
know that a deal can be reached as long as the selling price is between n and m money
units. Multi-agent systems have been clearly identified as one of the fields of application of computational collective intelligence. Actually, they have been used in different
application domains, in particular, outside purely computer science problems. One of
the areas where research and development activities have been particularly increasing,
maybe due to its financial applications, is in e-commerce systems where agents are in
charge of some of the computations that users would have to perform otherwise (see,
for example, [5, 10, 21, 12, 22, 3]).
Formal methods are a powerful tool that allows the analysis, validation and verification of systems in general and of e-commerce systems in particular. In fact, due to
the complexity of current systems, it is very important to use a formal approach already in the early development stages since the sooner the errors of the system under
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development are detected the less harm, in particular in monetary terms, is done. In the
context of multi-agent systems, formal methods can be used to express the high-level
requirements of agents. These requirements can be defined in economic terms. Basically, the high-level objective of an e-commerce agent is “get what the user said he
wants and when he wants it.” Let us note that what the user wants includes not only
what goods or services he wants but also other conditions, such as when and how to
pay for the obtained goods and services, and these other conditions must be included
in the specification of the system. There have been already several proposals to formalize multi-agent systems and to use existing formal methods within their scope (see, for
example, [19, 18, 8, 1, 16, 11]).
We have emphasized the importance of formal methods to specify the behavior of
the system. However, it is even more important to ensure that the current implementation of the system is correct. In this line, testing [14, 2], is one of the most extended
techniques to critically evaluate the quality of systems. Traditionally, since the famous
Dijkstra aphorism “Program testing can be used to show the presence of bugs, but never
to show their absence,” testing and formal methods have been seen as rivals. However,
during the last years there is a trend to consider them as complimentary techniques that
can profit from each other. In fact, work on formal testing is currently very active (see,
for example, [20, 7, 9, 23, 6]). The idea is that we have a formal model of the system (a
specification) and we check the correctness of the system under test by applying experiments: We match the results of these experiments with what the specification says and
decide whether we have found an error. Fortunately, and this is where formal methods
play an important role, having a formal description of the system allows to automatize
most of the testing phases (see [24] for an overview of different tools for formal testing).
The initial point of the work reported in this paper can be found in one formalism
previously developed within our research group [17, 13]. The idea underlying the original framework, called utility state machines, is to specify the high-level behavior of
autonomous e-commerce agents participating in a multi-agent system and formally test
the implemented agents with respect to the existing specifications. In this formalism,
the user’s preferences are defined by means of utility functions associating a numerical value to each possible set of resources that the system can trade. After using utility
state machines to describe several existing systems we found that their internal inherent
structure sometimes complicates the task of formally defining some types of specification. The problem that we found is that utility state machines are based on finite state
machines, where a strict alternation between inputs and outputs must be kept. However,
there are frequent situations where several inputs can be sequentially applied without
receiving an output, or where an output can be spontaneously produced without needing
a preceding input. Therefore, we have decided to consider a more expressive formalism
where the alternation between inputs and outputs is not enforced. This slightly complicates the semantic framework. In particular, we need to include the notion of quiescence
to characterize states of the systems that cannot produce outputs. We have also to redefine the notion of test and how to apply tests to systems. On the contrary, we have
reduced some of the complexity associated with our previous formalism. Most notably,
we formerly considered that agents could have debts that can be compensated with future exchanges. For example, an agent could offer a value greater than the one given by

its utility function for an item if he could include this item as part of a future deal that
would compensate the transitory lost. Even though this is a very interesting characteristic, it complicated too much the underlying semantic model and our experience shows
that this feature was not used very often. In this paper we introduce a new formalism,
called Utility Input-Output Labeled Transition System (in short, UIOLTS) that includes
these enhancements. We have already used our new framework to formally specify an
agent participating in the 2008 edition of the Supply Chain Management Game [4] but,
due to space limitations, we could not include it in the paper.
In order to formally establish the conformance of a system under test with respect
to a specification, we define two different implementation relations. The first one takes
into account only the sequence of inputs and outputs produced by the system. While
this notion would be enough to establish what a correct system is in terms of what the
system does, it can overlook some faults due to the way resources are exchanged. Thus,
we introduce a second implementation relation that also considers the set of resources
that the system has after an action is executed.
The rest of the paper is structured as follows. In Section 2 we introduce our model.
In Section 3 we define our implementation relations. In Section 4 we give the notion
of test and how to apply tests to implementations under test. Finally, in Section 5 se
present our conclusions and some lines for future work.

2 Modelling e-commerce agents by using UIOLTSs
In this section we present our language to formally define agents and introduce some
notions that can be used for their ulterior analysis. Intuitively, a UIOLTS is a labeled
transition system where we introduce some new features to define agent behaviors in
an appropriate way. The first new element that we introduce is a set of variables, where
each variable represents the amount of the resource that the system owns. In addition,
we associate a utility function to each state of the system. This utility function can be
used to decide whether the agent accepts an exchange of resources proposed by another
agent. Intuitively, given a utility function u we have that u(x) < u(y) means that the
basket of resources represented by y is preferred to x.
Definition 1. We consider R+ = {x ∈ R | x ≥ 0}. We will usually denote vectors in Rn
(for n ≥ 2) by x, y, v . . . Given x ∈ Rn , xi denotes its i-th component. We extend to vectors
some usual arithmetic operations. Let x, y ∈ Rn . We define the addition of vectors x and
y, denoted by x + y, simply as (x1 + y1 , . . . , xn + yn ). We write x ≤ y if for all 1 ≤ i ≤ n
we have xi ≤ yi .
We will suppose that there exist n > 0 different kinds of resources. Baskets of resources are defined as vectors x ∈ Rn+ . Therefore, xi = r denotes that we own r units of
the i-th resource. A utility function is a function u : Rn+ −→ R. In microeconomic theory
there are some restrictions that are usually imposed on utility functions (mainly, strict
monotonicity, convexity, and continuity).
As we indicated in the introduction, we consider two different types of actions that
a system can perform. On the one hand, output actions are initiated by the system and
cannot be refused by the environment. We consider that the performance of an output

action can cost resources to the system. In addition, the performance of an output action
will usually have an associated condition to decide whether the system performs it or
not. On the other hand, input actions are initiated by the environment and cannot be refused by the system (that is, we consider that our systems are input-enabled). In contrast
with output actions, the performance of an input action can increase the resources of the
agent that performs it (that is, it receives a transfer of resources from the environment
to pay the agent for the performance of the action). Let us remark that what we call in
this informal description the environment can refer to a centralizer overviewing the activities of the different agents or to another agent that sends/receives actions to/from our
agent. In addition to these two types of actions we need a third type that we introduce
for technical reasons. It is possible to have a state where the system patiently waits for
an input action and it cannot execute any output action for a certain combination of the
existing resources. These states are called quiescent. In order to represent quiescence,
we include a special action, denoted by δ , and special transitions labeled by this same
δ action.
Definition 2. A Utility Input Output Labeled Transition System, in short UIOLTS, is a
tuple M = (S, s0 , L, T,U,V ) where
– S is the set of states, being so ∈ S the initial state.
– V is an n-tuple of resources belonging to R+ . We denote by v0 the initial tuple of
values associated with these resources.
– L is the set of actions. The set of actions is partitioned into three pairwise disjoint
sets L = LI ∪ LO ∪ {δ } where
• LI is the set of inputs. Elements of LI are preceded by the symbol ?.
• LO is the set of outputs. Elements of LO are preceded by the symbol !.
• δ is a special action that represents quiescence.
– T is the set of transitions. The set of transitons is partitioned into three pairwise
disjoint sets T = TI ∪ TO ∪ Tδ where
• TI is the set of input transitions. An input transition is given by a tuple (s, ?i, x̄, s1 )
where s ∈ S is the initial state, s1 ∈ S is the final state, ?i ∈ LI is an input action,
and x̄ ∈ Rn+ is the increase in the set of resources. Since the system has to be
input-enabled, we require that for all s ∈ S and ?i ∈ LI there exist x̄ and s1 such
that (s, ?i, x̄, s1 ) ∈ TI .
• TO is the set of output transitions. An output transition is given by a tuple
(s, !o, z̄,C, s1 ) where s ∈ S is the initial state, s1 ∈ S is the final state, !o ∈ LO ,
z̄ ∈ Rn+ is the decrease in the set of resources, and C ∈ Rn+ −→ {true, false}
is a predicate on the set of resources.
• In addition, for each situation where a state cannot perform an output action
we add a transition representing quiescence. This transition is a loop and does
not need/receive resources to be performed. That is, Tδ = {(s, δ , 0,Cs , s)|s ∈
V
V
S ∧Cs = (s,!o,z̄,C,s1 )∈TO ¬C ∧Cs 6∼ false}. Let us remark that 0/ = true.
– U : S → (Rn+ −→ R+ ) is a function associating a utility function to each state in S.
In order to record the current situation of an agent we use configurations, that is,
pairs where we keep the current state of the system and the current amount of available
resources.
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Fig. 1. Example of UIOLTS: A vending machine

Definition 3. Let M be a UIOLTS. A configuration of M is a pair (s, v̄) where s is the
current state and v̄ is the current value of V . We denote by Con f (M) the set of possible
configurations of M.
In order to explain the main concepts of our framework, we use a simple running
example.
Example 1. We consider a simple vending machine that sells biscuits and orange juice.
The price of each of the items is one coin. This machine accepts four actions: Insert
coin and press three different buttons, one for biscuits, one for orange juice and one
for returning the money. In the initial state, after receiving a coin the machine waits for
the user to press a button. If the pressed button is the return button the coin is returned
and the machine returns to the initial state. If the user presses other button then if the
machine has units of this product left, then it provides it; otherwise, it returns to the state
to wait the user presses other button. Thus, the set of input actions for this machine
is Li = {?money, ?p orange, ?p biscuit, ?p return} while the set of output actions is
LO = {!orange, !biscuit, !noprod, !return}. The tuple of resources has three variables
V = (m, b, o) that contain the amount of money (m), biscuits(b), and bottles of orange
juice (o) currently in the machine. The utility function in each state takes a very simple
form: U(si )(V ) = m + b + o that represents that every resource in the machine has the
same value, meaning that the machine is equally happy with one coin or with one unit
of a product.
If we consider that at the beginning of the day the machine has 10 bottles of orange
juice, 10 packages of biscuits and it does not have money, the initial configuration of
the system will be c0 = (s0 , (0, 10, 10)).
In Figure 1 we graphically describe the system transitions. In order to increase readability, we have omitted trailing transitions labeled by δ and transitions that have to be
added to obtain an input-enabled machine (for example, the transition (s0 , ?p biscuit,
(0, 0, 0), s0 )).
Now we can define the concatenation of several transitions of an agent to capture
the different evolutions of a system from a configuration to another one. These evolutions can be produced either by executing an input or an output action or by offering
a exchange of resources. As we will see, exchanges of resources have low priority and

will be allowed only if no output can be performed. The idea is that if we can perform
an output with the existing resources, then we do not need to exchange resources.
Definition 4. Let M = (S, s0 , L, T,U,V ) be a UIOLTS. M can evolve from the configuration c = (s, v) to the configuration c′ = (s′ , v′ ) according to one of these options
1. If there is an input transition (s, ?i, x̄, s1 ) then this transition can be executed. The
new configuration is s′ = s1 and v′ = v + x̄.
2. If there is an output transition (s, !o,C, z̄, s1 ) such that C(v) holds then the transition
can be executed. The new configuration is s′ = s1 and v′ = v − z̄.
3. Let us consider the transition associated with quiescence at s: (s, δ ,Cs , 0̄, s). If Cs (v)
holds, that is, no output transition is currently available, then this transition can be
executed. The new configuration is s′ = s and v′ = v.
4. Let us consider again the transition associated with quiescence at s, that is, (s, δ ,Cs , 0̄, s).
If Cs (v) holds, then we can offer an exchange. We represent an exchange by a pair
(ξ , ȳ) where ȳ = (y1 , y2 , . . . yn ) is the variation of the set of resources. Therefore,
yi < 0 indicates a decrease of the resource i while yi > 0 represents an increase
of the resource i. M can do an exchange (ξ , x̄) if U(s, v) < U(s, v + x̄). If another
agent is accepting the exchange, the new configuration is s′ = s and v′ = v + ȳ.
We denote an evolution from the configuration c to the configuration c′ by the tuple
(c, (a, ȳ), c′ ) where a ∈ L ∪ {ξ } and ȳ ∈ Rn . We denote by Evolutions(M, c) the set of
evolutions of M from the configuration c and by Evolutions(M) the set of evolutions of
M from (s0 , v0 ), the initial configuration.
A trace of M is a finite list of evolutions. Traces(M, c) denotes the set of traces
of M from the configuration c and Traces(M) denotes the set of traces of M from the
initial configuration c0 . Let l = e1 , e2 , . . . , em be a trace of M with ei = (ci , (ai , x̄i ), ci+1 ).
The observable trace associated to l is a triple (c1 , σ , cn+1 ) where σ is the sequence
of actions obtained from a1 , a2 , . . . , am by removing all occurrence of ξ . We sometimes
σ
represent this observable trace as c1 =⇒ cn+1 .
Example 2. When the machine described in Example 1 is in its initial configuration, a
user can insert one coin and the machine accept this action. After this action, the new
configuration of the machine is (s1 , (1, 10, 10)). Now the user, who wants a pack of
biscuits, press the biscuit button and the new configuration is (s3 , (1, 10, 10)) because
by performing this action the set or resources does not change. In this configuration, the
machine performs the output action !biscuit and the user can take his pack. The new
configuration of the machine is (s0 , (1, 9, 10)).
Let us suppose that after a set of interactions our machine has reached the configuration (s0 , (15, 5, 0)). In this situation, the person in charge of the machine would like
to refill it and take as many coins as new items he adds. This action can be represented
as a exchange of resources. The tuple that represents the variation of the resources is
(−15, 5, 10). After this exchange the new configuration is (s0 , (0, 10, 10)).
One of the traces corresponding to our vending machine is
(c0 , (?money, (1, 0, 0)), c1 ), (c1 , (?p biscuit, (0, 0, 0)), c2 ), (c2 , (!biscuit, (0, 1, 0)), c3 ),
(c3 , (ξ , (−1, 1, 0)), c4 ).
while the associated observable trace is (c0 , (?money, ?p biscuit, !biscuit), c4).

3 Implementation relations for UIOLTSs
In this section we introduce our implementation relations that formally establish when
an implementation is correct with respect to a specification. In our context, the notion
of correctness has several possible definitions. For example a person may consider that
an implementation I of a system S is good if the number of resources always increases
while another one considers that the number of resources can decrease sometimes.
We define two different implementation relations. The first one is close to the classical ioco implementation relation [23] where an implementation I is correct with respect
to a specification S if the output actions executed by I after a sequence of actions is
performed are a subset of the ones that can be executed by S. Intuitively, this means that
the implementation does not invent actions that the specification did not contemplate.
First, we introduce some auxiliary notation
Definition 5. Let M = (S, s0 , L, T,U,V ) be a UIOLTS, c = (s, x) ∈ Con f (M) a configuration of M, and σ ∈ L∗ be a sequence of actions. Then,
σ

c after σ = {c′ ∈ Con f (M)|c =⇒ c′ }
out(c) = {!o ∈ LO |∃s1 , z̄,C : (s, !o,C, z̄, s1 ) ∈ T ∧C(x)}
∪{δ |∃Cs : (s, δ ,Cs , 0̄, s) ∈ T ∧Cs (x)}
Intuitively, c after σ returns the configuration reached from the configuration c by
the execution of the trace σ while out(c) contains the output actions that the system
can execute from the configuration c.
Definition 6. Let I, S be two UIOLTSs with the same set of actions L. We write I ioco S
if for all sequence of actions σ ∈ L∗ we have that out(I after σ ) ⊆ out(S after σ ).
Example 3. In figure 2 we show three UIOLTSs that model three possible implementations of our vending machine where, as before, we have removed trailing occurrences
of input actions and of δ transitions.
Let us consider first the implementation I1 . In this case, the specification specifies
that after ?money the machine does not execute any output actions.
So, out(S after ?money) = {δ }. The implementation I1 indicates that the machine can execute the output action !return after the input action ?money. Therefore,
out(I after ?money) = {!return}. Since, out(I after ?money) 6⊆ out(S after ?money)
we conclude that I1 ioco S does not hold.
If we consider the implementation I2 we can check that I2 ioco S because the requested sets containment hold. In fact, this machine is very good, from the owner’s
point of view, since it requests two coins for each of the items. Similarly, I3 ioco S, but
this is a bad implementation because it provides two packets of biscuits per each coin.
This shows the weakness in our framework of an implementation relation concentrating
only on the performed actions.
Our second implementation relation is also based on the ioco mechanism but we
take into account both the resources that the system has and the actions that the system
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Fig. 2. Possible implementations of our vending machine

can execute. In order to define the new relation we need to redefine again the set out of
outputs. In this case, our set of outputs has two components: The output action that can
be executed and the set of resources that the system has. We also introduce an operator
to compare sets of pairs (output, resources).
Definition 7. Let M = (S, s0 , L, T,U,V ) be a UIOLTS and c = (s, x̄) ∈ Con f (M) be a
configuration of M. Then
out′ (c) = {(!o, ȳ) ∈ LO × Rn+ |∃s1 , z̄,C : (s, !o,C, z̄, s1 ) ∈ T ∧C(x) ∧ ȳ = x̄ − z̄}
∪{(δ , x̄)|∃Cs : (s, δ ,Cs , 0̄, s) ∈ T ∧Cs (x)}
Given two sets A = {(o1 , y¯1 ), . . . , (on , y¯n )} and B = {(o1 , x¯1 ), . . . , (on , x¯n )}, we write
A ⊑ B if act(A) ⊆ act(B) and min(rec(A, o)) ≥ max(rec(B, o)), where Act(A) = {a|(a, ȳ) ∈
A} and rec(A, o) = {r|(o, r) ∈ A}.
The set out′ (c) contains those actions (outputs or quiescence) that can be performed
when the system is in configuration c as well as the set of resources obtained after their
performance. Next, we introduce our new implementation relation. We consider that
an implementation I is correct with respect to a specification S if the output actions
performed by the implementation in a state are a subset of those that can be performed
by the specification in this state and the set of resources of implementation I is better
than the set of resources in the specification.
Definition 8. Let I, S be two UIOLTSs with the same set of actions L. We write I iocor S
if for all sequence of actions σ ∈ L∗ we have that out′ (I after σ ) ⊑ out′ (S after σ ).
Example 4. Let us consider the specification S given in Figure 1 and the implementation
I3 given in Figure 2. We have, according to the specification, that
out′(S after ?money?p biscuit) = {(!biscuit, (1, 9, 10)}

while, according to I3 , we have that
out′ (I after ?money?p biscuit) = {(!biscuit, (1, 8, 10)}
We can observe that the set of output actions is the same in both cases but the resources
of the implementation are smaller than the ones of the specification. Then, we conclude
that I3 iocor S does not hold.

4 Tests: Definition and application
Essentially, a test is the description of the behavior of a tester in an experiment carried
out on an implementation under test. In this experiment, the tester serves as a kind of
artificial environment of the implementation. This tester can do four different things: It
can accept an output action started by the implementation, it can provide an input action
to the implementation, it can propose a exchange of resources, or it can observe the
absence of output actions, so that it can detect quiescence. When the tester receives an
output action it checks whether the action belongs to the set of expected ones (according
to its description); if the action does not belong to this set then the tester will produce a
fail signal. In addition, each state of a test saves information about the set of resources
that the tested system has if the test reaches this state.
In our framework, a test for a system is modeled by a UIOLTS, where its set of input
actions is the set of output actions of the specification and its set of output actions is the
set of input actions of the specification. Also, we include a new action θ that represents
the observation of quiescence. In order to be able to accept any output from the tested
agent, we consider that tests are input-enabled, since its inputs correspond to outputs of
the tested agent.
Definition 9. Let M = (S, s0 , L, T,V ), with L = LI ∪ LO ∪ {δ }. A test for M is a UIOLTS
t = (St , st0 , Lt , T t ,V ) where
– St is the set of states where st0 ∈ St is the initial state and there are two special states
called fail and pass with fail 6= pass. We represent by res(s) the information
about resources saved in state s.
– Lt is the set of actions. L = LO ∪ LI ∪ {θ , ξ } where
• LO is the set of inputs (these are outputs of M).
• LI is the set of outputs (these are inputs of M).
• θ is a special action that represents the detection of quiescence.
• ξ is an special action that represents the proposal of an exchange.
– T t is the set of transitions. Each transition is a tuple (s, a, x̄, s1 ) where s is the
initial state, s1 is the final state, a ∈ LO ∪ LI ∪ {θ , ξ } is the label of the transition
and x̄ ∈ Rn is the variation in the set of resources.
We define configurations of a test in the same way that we defined them for UIOLTSs,
and we thus omit the definition. In Figure 3 we present a test for the system described
in Figure 1. Given an implementation I and a test t, running t with I is the parallel execution of both taking into account the peculiarities of the special actions δ , θ and ξ .
Let c = (s, v̄) and c′ = (s′ , v¯′ ) be configurations of I, and ct = (qt , v̄t ) and ct′ = (qt′ , v̄′t )
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Fig. 3. Test for the vending machine.

be configurations of t. The rules for the composition operator, denoted by |⌈, are the
following
(?a,x̄)

A)

(!a,x̄)

c −→ c′ , ct −→ ct′ , a ∈ Li
(a,x̄)

(!a,x̄)

B)

c|⌈ct −→ c′ |⌈ct′
δ

C)

θ

c −→ , ct −→ ct′
θ

c|⌈ct −→ c|⌈ct′

D)

(?a,x̄)

c −→ c′ , ct −→ ct′ , a ∈ LO
c

(a,x̄)
c|⌈ct −→ c′ |⌈ct′
(ξ ,−x̄)
(ξ ,x̄) ′
−→ c , ct −→ ct′
(ξ ,x̄)
c|⌈t −→ c′ |⌈ct′

Definition 10. A test execution of the test t with an implementation I is a trace of i|⌈t
leading to one of the states pass or fail of t.
We say that an implementation I passes a test t if all test execution of t with I go to
a pass state of t.
Another definition for passing a test, considering the resources administered by the
system, is the following.
Definition 11. An implementation I passesr a test t if all test execution of t with I go
to a pass state s of t and the set x̄ of resources in the configuration of I is greater than
or equal to the set or resources rec(s) that the test says the implementation may have if
the test reaches the state s.
The final step is to prove that the application of a certain set of tests has the same
discriminatory power as the implementation relations previously defined. Due to space
limitations we cannot include this proof. The idea is to derive tests from specifications
using an adaption to our new framework of the algorithm given in [17].

5 Conclusions and Future work
In this paper we have introduced a new formalism, called Utility Input Output Labeled
Transition Systems, to specify the behavior of e-commerce agents taking part in a multiagent system. We have also defined a testing methodology, based in this formalism, to
test whether an implementation of a specified agent behaves as the specification says
that it behaves. In this theory we have defined two different implementation relations
and a notion of test.
This paper is the first step in a long road that we expect to continue in the future.
We currently focus on two research lines. The first one is based on theoretical aspects

and we would like to extend our formalism in order to specify the behavior of agents
that are influenced by the passing of time. The second line is more practical since we
would like to apply our formalism to real complex agents. In this line, we have already
developed a prototype tool that allows us to do automatic generation of tests, but we
have to stress test the tool to check how it scales.
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