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Abstract
Testing is one of the most widely used techniques to
increase the quality and reliability of complex software
systems. In this paper we extend our previous work on passive testing with invariants to incorporate (probabilistic)
knowledge obtained from users of the system under test.
In order to apply our technique, we need to obtain a set of
invariants compiling the relevant properties of the system
under test, and this is a time-intensive task. We present a
novel approach to extract invariants from a specification,
based on the idea that an invariant is better than another
one if it can be checked more times in a given log. We
present a formal approach where probabilistic user models
are incorporated.
Keywords-Passive testing; Formal methods; Probabilistic
formal models;

I. Introduction
Techniques and methodologies to increase the quality of
software are becoming increasingly important due to the
growing complexity of current software systems. Among
these techniques, testing [1], [2] is the most widely used
in industrial environments. Unfortunately, testing is still
a mainly manual activity, prone to errors that can mask
real errors of the tested system. Traditionally, formal
methods and testing have been seen as rivals. Thus, there
was very little interaction between the two communities.
Even though first steps to integrate both fields were given
in the decade of 1990s (see, for example, [3]–[5]), in
recent years, there has been a new emphasis on seeing
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these approaches as complementary [6]–[10]. Moreover,
formal testing is not only dealing with functional properties
but it is increasingly taking into account characteristics
such as time, probabilities, distributed interfaces, etc (see,
for example, [11]–[16] among very recent work on nonclassical applications of formal testing).
Testing is usually based on the activities of a tester
that stimulates the system under test (SUT) and checks
the correction of the answers provided by SUT against a
certain oracle (if we are working within a formal approach,
the oracle is usually provided by the specification itself).
However, in some situations this activity becomes difficult
and even impossible to perform. For example, this is the
case if the tester is not provided with a direct interface to
interact with the SUT. Another conflictive scenario appears
when the SUT is built from components that are running in
their environment and cannot be shutdown or interrupted
for a long period of time. In these situations, there is
a particular interest in using passive testing. The main
difference between active and passive testing is that in
active testing testers can interact, by providing inputs, with
the SUT and observe the obtained result while, in passive
testing, testers analyze the behavior of the system, without
interacting with it, and try to detect anomalous behaviors.
Therefore, passive testing usually consists in recording the
trace produced by the SUT and trying to find a fault by
comparing this trace with the specification [17]–[21]. A
new methodology to perform passive testing was presented
in [22], [23]. The main novelty is that a set of invariants is
used to represent the most relevant expected properties of
the specification. An invariant can be seen as a restriction
over the traces allowed to the SUT. We have recently
extended this work to consider the possibility of adding
time constraints as properties that traces extracted from
the SUT must hold [24], [25]. It is worth to point out that
our passive testing approach is somehow related to runtime
verification [26] since they share similar objectives and

procedures.
We can consider different methods to obtain a set of
invariants. The first one is that testers propose a set of
representative invariants. Then, the correctness of these
invariants, with respect to the specification has to be
checked. The main drawback of this approach is that we
still have to rely on the manual work of the tester. If we do
not have a complete formal specification, another option is
to assume that the set of invariants provided by the testers
are correct by definition. In this paper we consider an
alternative approach: We automatically derive invariants
from the specification. First, we consider an adaptation
of the algorithm presented in [22]. The problem with this
first attempt is that the number of invariants that we extract
from the specification is huge and we do not have a criteria
to decide which are the best ones. In this paper, we propose
an alternative algorithm to use knowledge extracted from
standard users of the system, so that invariants can be
sorted according to their quality to fit the behavior of these
users.
In our approach we consider that we have some information that does not concern properties of the SUT itself.
Following [27] we will work with a probabilistic model
of the typical user that will interact with the SUT. This
model defines the probability that the external environment
(e.g., a human user, another system, an interface, etc) takes
each available choice at each time. Intuitively, if A is the
finite set of ways to interact with the SUT and, according
to the user model, the probability that the user interacts
with the SUT by following any behavior belonging to
A is p, then if we test all behaviors given in A and
the SUT passes all of them, then the probability that the
user interacts with the SUT and finds an error is at most
1 − p (we say at most because non tested behaviors could
be correct indeed). That is, after applying a finite set of
invariants that reflects these behaviors (out of an infinite
set of required tests) the proportion of the system that has
been checked is, in probabilistic terms, greater than 0. The
problem that remains is that we do not have a sensible
method to construct a user model (in [27] we assumed
that this was an input of the development process). In
order to construct probabilistic user models, in this paper
we take advantage of methods inherited from data mining
to adequately process information concerning users of the
SUT.
Summarizing, in this paper we introduce a formal
framework for testing timed systems following a passive
testing methodology. The timed properties to be checked
are given by mean of invariants that represent sequences of
actions with additional time information about when these
actions are performed. In addition, we present a methodology, based on data mining, to generate user models to
extract the most useful invariants from the specification.

The rest of the paper is structured as follows. In
Section II we review our passive testing framework. Next,
in Section III, we present the proposed data mining process
which will be used in the generation of user models. In
Section IV we present the algorithm to extract invariants
from the specification based on the information of a user
model. Finally, in Section V, we present the conclusions
and some lines for future work.

II. Timed Framework: Systems and Invariants
In this section we review our framework [24], [25]. We
adapt the well known formalism of Finite State Machines
(FSMs) to model our specifications.1 The main difference
with respect to usual FSMs consists in the addition of
time to indicate the lapse between offering an input and
receiving an output. We use positive real numbers as time
domain for representing the time units that the output
actions take to be executed.
Definition 1: A Timed Finite State Machine (TFSM) is
a tuple M = (S, s0 , I, O, T ), where S is a finite set of
states, s0 ∈ S is the initial state, I and O, with I ∩O = ∅,
are the finite sets of input and output actions, respectively,
and T ⊆ S × I × O × IR+ × S is the set of transitions.
i/o

Along this paper we will use s −
−−−→ t s0 as a shorthand
to represent the transition (s, i, o, t, s0 ) ∈ T .
We say that M is deterministic if for all state s and
input i there exists at most one transition labeled by i
departing from s. We say that M is input-enabled if for all
i/o
state s ∈ S and i ∈ I there exists a transition s −
−−−→ t s0 .
t
u
A transition belonging to T is a tuple (s, i, o, t, s0 )
where s, s0 ∈ S are the initial and final states of the
transition, i ∈ I and o ∈ O are the input and output
actions, respectively, and t ∈ IR+ denotes the time that the
transition needs to be completed. In this paper we consider
that all defined TFSMs are input-enabled and deterministic.
We will use a simple running example to illustrate most
of the theoretical concepts introduced in this paper.
Example 1: We adapt the model of a basic
ATM
presented
by
Matthias
Stallmann
(see
http://people.engr.ncsu.edu/efg/210/s99/Notes/fsm/)
to our formalism. In this system, each transition is
labeled with an input coming from the user (such as
insert_card) or from a central database (such as
PIN_OK versus bad_PIN) and the result observed in
1 We have chosen a timed extension of FSMs, instead of other models
such as timed automata [28], because we wanted to reuse previous work
on passive testing which is mainly performed in the context of a FSM
model. However, the methodology can be easily adapted to cope with
other models that represent timed systems as long as they use a notion
of action transition to represent the change of state.

say that ω = hi1 /o1 /t1 , . . . , in /on /tn i is a timed trace, or
simply trace, of M if there is a sequence of transitions
such that
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Figure 1. Example of TFSM.

the output screen. In the real system, each transition may
involve a number of complex steps which are not shown
in the diagram since our TFSM is being used as a system
design tool, rather than as a detailed description of the
ATM’s operation.
In Figure 1 we show the TFSM associated with the ATM
system. In order to not overload the figure, we do not draw
the complete set of transitions. We assume that for all states
and all possible inputs of the ATM, if there does not exist a
transition from a state and labelled with an specific input,
then there exists a self-loop transition for this state labeled
by this input producing as output the last screen that the
system had shown, and the amount of time associated to
the transition would be 2 time units. Let us note that our
notion of input-enabled implies that the machine will be
able to accept any input once is placed in a state, that is,
is not performing a transition.
Continuing with the missing transitions, we consider a
new input Cancel. For all state s, except the initial state,
Cancel/Cancel_screen
we include a transition s −
−−−−−−−−−−−−−→ 1 sg . This set of
transitions allows the user to cancel the operation at any
time, withdrawing her credit card. Regarding the initial
Cancel/Welcome_screen
state, we add the transition sa −
−−−−−−−−−−−−−→ 1 sa t
u
Next we introduce the notion of trace. A trace represents a sequence of actions that the system may perform
from its initial state. As usual, a log is a sequence of actions
representing the historical evolution of a system, that is, a
timed trace of the system.
Definition 2: Let M = (S, s0 , I, O, T ) be a TFSM. We

i2 /o2

in /on

s1 −−−−−→ t1 s2 −−−−−→ t2 s3 . . . sn−1 −−−−−→ tn sn
We denote by length of a trace the number of pairs that
are contained in the trace.
We denote the empty trace by hi and by tr(M ) the set
of all traces of M .
If ω = hi1 /o1 /t1 , . . . , in /on /tn i is a timed trace of M ,
then the sequence hi1 /o1 , . . . , in /on i is a non-timed trace
of M . We denote by nttr(M ) the set of all non-timed
traces of M , and by nttrn (M ) the set of all traces with
length less than or equal to n.
t
u
Example 2: Let us consider the ATM specification of
the previous example. Next, we present some traces of M .
We have a trace with length 1 such as
hinsert_card/PIN_screen/1i
This timed trace represents the existence of the transition
sa −insert_card/PIN_screen
−−−−−−−−−−−−−−−−→ 1 sb . We have traces with length 2
such as
hCancel / Welcome_screen / 1,
insert_card / PIN_screen / 1i
that is obtained from the sequence of transitions
insert_card/PIN_screen
sa −−Cancel/Welcome_screen
−−−−−−−−−−−−−−−→ 1 sa −−−−−−−−−−−−−−−−−→ 1 sb .
t
u
Invariants allow us to express properties that must be
fulfilled by the SUT. For example, we can express that the
time the system takes to perform a transition always belongs to a specific interval. In our framework, an invariant
expresses the fact that each time the SUT performs a given
sequence of actions, it must exhibit a behavior reflected in
the invariant. In order to express invariants in a concise
way, we can take advantage of the wild-card characters ?
and ?. The wild-card ? represents any value in the sets
of inputs and outputs, while ? represents a sequence of
input/output pairs.
Definition 3: We say that p̂ = [p1 , p2 ] is a time interval
if p1 ∈ IR+ , p2 ∈ IR+ ∪ {∞}, and p1 ≤ p2 . We assume
that for all t ∈ IR+ we have t < ∞ and t + ∞ = ∞.
We consider that IR denotes the set of time intervals. Let
p̂ = [p1 , p2 ] and q̂ = [q1 , q2 ] be time intervals. We overload
the function sum of intervals as [p1 , p2 ] + [q1 , q2 ] = [p1 +
q1 , p2 + q2 ].
Let M = (S, s0 , I, O, T ) be a TFSM. We say that
the sequence ϕ is a invariant for M if the following two
conditions hold:
1) ϕ is defined according to the following EBNF:
ϕ ::= a/z/p̂, ϕ | ? /p̂, ϕ0 | i 7→ O/p̂ B q̂
ϕ0 ::= i/z/p̂, ϕ | i 7→ O/p̂ B q̂
In this expression we consider p̂, q̂ ∈ IR, i ∈ I,
a ∈ I ∪ {?}, z ∈ O ∪ {?}, and O ⊆ O.

2) ϕ is correct with respect to M (defined in [24]).
We define the length of an invariant as the number of
time intervals that belongs to it minus one.
t
u
An invariant represents both timed and untimed properties of the specification. Untimed properties are represented
by the sequences of input/output pairs that conform the
invariant while timed properties are given by the intervals
that indicate when these actions must be performed. The
previous EBNF expresses that an invariant is either a sequence of symbols where each component but the last one
is either an expression a/z/p̂, with a being an input action
or the wild-card character ?, z being an output action or
the wild-card character ?, and p̂ being a time interval, or an
expression ?/p̂. There are two restrictions to this rule. First,
an invariant cannot contain two consecutive expressions
?/p̂1 and ?/p̂2 . In the case that such situation was needed
to represent a property, the tester could simulate it by
means of the expression ?/(p̂1 +p̂2 ). The second restriction
is that an invariant cannot present a component of the form
?/p̂ followed by an expression beginning with the wildcard character ?, that is, the input of the next component
must be a real input action i ∈ I. In fact, ? represents
any sequence of inputs/outputs pairs such that the input
is not equal to i. The last component, corresponding to
the expression i 7→ O/p̂ B q̂ is an input action followed
by a set of output actions and two timed restrictions,
denoted by means of two intervals p̂ and q̂. The first one is
associated to the last expression of the sequence. The last
is related to the total time associated to the whole sequence
of input/output pairs in the invariant. For example, the
meaning of an invariant as i/o/p̂, ?/pˆ? , i0 7→ O/p̂0 B q̂ is
that if we observe the pair i/o in a time belonging to the
interval p̂, then the first occurrence of the input symbol i0
must be followed by an output belonging to the set O after
a lapse of time belonging to the interval p̂0 . The interval
q̂ makes reference to the total time that the system must
spend to perform the whole trace.
Let us note that time conditions established in invariants are expressed by using time intervals, while time
restrictions in TFSMs are represented by using real values.
The reason for this mismatch is that the same input/output
pair can label different transitions of the specification with
different time values. Thus, an interval is used to express
than all these values are correct. Another reason to use
time intervals is that the artifacts measuring time while
testing/observing a system might not be as precise as
desirable. In this case, an apparent wrong behavior due to
bad timing can be in fact correct since it may happen that
the clocks are not working properly. A longer explanation
on the use of time intervals to deal with imprecisions can
be found in [29].
Next we give some examples in order to illustrate
how invariants work considering the ATM specification

Figure 2. Schema to generate an invariant
suite from a specification.

previously presented.
Example 3: Let us consider the ATM specification presented in Figure 1. For example:
Cancel 7→ {Welcome_screen,
Cancel_screen}[0, 1] B [0, 1]
reflects the fact that each time the input action Cancel is
observed, the Welcome_screen or Cancel_screen
is showed, and this task takes at most 1 time unit. We can
express more complex properties such as:
insert_card/PIN_screen/[0, 2],
PIN_OK 7→ {OPTION_screen}[0, 2] B [0, 5]
In this case, the invariant expresses that if the actions
insert_card/PIN_screen are observed in an amount
of time belonging to the interval [0,2] and then pin is ok,
represented by the input action PIN_OK, then it must be
followed by the OPTION_screen. The lapse between the
input PIN_OK and the output OPTION_screen must be
less than or equal to 2. Moreover, the whole sequence of
operations must be performed in at most 5 time units.
Finally if we are interested in checking that after the
output Take_your_card if the Withdraw_card is
observed then the Welcome_screen will be emitted, we
can express it by using the invariant:

?/Take_your_card/[0, 3],
Withdraw_card 7→ {Welcome_screen}[0, 2.5]
B [0.5, 8]
t
u
The correctness of our passive testing methodology for
timed systems was established in [25]. We simply recall
the main result.
Theorem 1: Let M and M 0 be two TFSMs and ϕ be
a correct time invariant with respect to M . Let e be a log
recorded from M 0 . If the invariant ϕ does not match e,
then M 0 does not conform to M .
t
u
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III. Probabilistic user models
As we explained in the introduction, there are several
ways to obtain a set of invariants. In this paper we
propose that invariants can be automatically derived from
the specification. The main problem with this approach is
that the set of correct invariants is huge, and potentially
infinite. Thus, we need a methodology to select good
invariants among the set of candidates. In Figure 2 we
graphically present the most significant components of
our approach. This scheme builds on top of our previous
proposals for passively testing timed systems [24], [25] and
the use of probabilistic models in testing [27]. The main
contribution of this paper is the definition of an algorithm
to derive invariants from a specification by considering
“extra information”. This information corresponds to the
user model extracted from the interactions of real users
with the system. In order to obtain this additional information we apply data mining techniques.

A. Data mining to produce user models
Data mining is becoming an increasingly important
tool to transform data into information. This technique is
commonly used in a wide range of profiling practices, such
as marketing, surveillance, fraud detection, and scientific
discovery. Roughly speaking, data mining is the process
of extracting hidden patterns from data sets. In Figure 3
we represent the process that we use in order to perform
the extraction of the most relevant information related
to the interaction of users with the SUT. It follows the
scheme presented in [30]. First, we consider that we are
provided with a set of data recorded from the interaction
between different users and the SUT. Let us note that
a bigger number of records in the database reflects that
there exist more kinds of users represented in it. Next,
a selection of data is made and preprocessed in order to
check that there does not exist any incongruence, that is,
the set of data represents traces of users that have been

Target Data
Selection
Preprocessed Data
DATA
Figure 3. The data mining process.

observed during their interaction with the SUT. We will
focus on extracting sets of relevant behaviors from this
set of data, that is, those sequences of interactions of
the users with the system that appear more frequently.
In order to determine these behaviors we use the usual
techniques for obtaining frequent patterns from a database
(see, for example, [31], [32]). The task of discovering the
frequency of each behaviour in the database is performed
by means of the applications of any of the existing tools.
In our approach we propose [33]. Once we have collected
the information corresponding to the usual behaviours and
their frequency, we can convert this information into a user
model that we can use in our algorithm.
Next, let us describe the extraction of a probabilistic
model to represent how users decide to interact with the
SUT, using the processed data that we have obtained
with the data mining process. Due to space limitations,
we simply describe the intuitive idea to deal with the
construction of the model by using our running example.
Let us suppose that we have recorded several interactions
from different users with the ATM. In our simplified
system, we only focus on two ideas. The first idea is that
users go to the ATM to interact with it (99%). The second
idea is that users go to the ATM to obtain money (80%),
to deposit money (19%), and to do nothing with the ATM

(1%). This last situation happens if, for example, a user
presses a sequence of inputs without inserting her credit
card.
This first idea can be simulated in the small automaton
presented in Figure 4, up. The transitions are labeled
by the input/output pair performed by the user/ATM
and the probability associated with the transition. Let
us note that the loop transition in sa (it means, I\
{insert_card} / Welcome_screen , 0.01) is a shortij /oj
hand for representing a set of transitions sa −
−−−−→ pj sa
P
where for all ij 6= insert_card such that pj = 0.01.
Our approach can express more complex behaviors. For
example we can express that the probability to stop (press
Cancel) after selecting the option to extract money is
15%; the probability to stop after pressing the option of
deposit money would be 5%. This knowledge, extracted
from the database containing the dialogues between users
and the ATM, can be expressed in our probabilistic model
as presented in Figure 4, down. Next, we formally define
user models which are the specific kind of probabilistic
model that we are going to use in the extraction of
invariants from the specification.
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B. User model approach
sf

As we already sketched, a user model includes the
probability that a user chooses each input in each situation.
We will use a particular case of Probabilistic Machine (PM)
to represent user models. Let us note that the interaction of
a user with a SUT ends whenever the user decides to stop
it. Consequently, models denoting users must represent this
event as well. Therefore, given a PM representing a user
model, we will require that the sum of the probabilities
of all inputs associated to a state is lower than or equal
to 1. The remainder up to 1 represents the probability of
stopping the interaction at this state.
Example 4: In our ATM System we consider that
a user stops the interaction when she returns to the
Welcome_screen. Let us note that there exists several
situations from which a user can finish her interaction. In
particular, she can do it from all the states of the machine.
t
u
Definition 4: A user model is represented by a tuple
U = (S, s0 , I, O, F, T ) where S is the finite set of states
and s0 ∈ S is the initial state. I and O, with I∩O = ∅, are
the finite sets of input and output actions, respectively. F =
{fs |s ∈ S} is a set of probabilistic functions
P such that for
all state s ∈ S, fs : I 7→ [0, 1] fulfills that i∈I fs (i) ≤ 1.
T ⊆ S × I × O × S is the set of transitions.
We say that U is deterministically observable if there do
not exist in T two transitions (s, i, o1 , s1 ), (s, i, o2 , s2 ) ∈ T
with o1 = o2 and s1 6= s2 .
t
u

sb

se
Account / Select_Amount , 0.85
Cancel / Cancel_screen , 0.15

Figure 4. Extraction of a probabilistic model
using data mining techniques.

In this paper, we assume that user models are deterministically observable. In fact, user models constructed
by following the technique described in Section III-A are
i/o
deterministically observable. We adopt s −
−−−→ p s0 as a
shorthand to express (s, i, o, s0 ) ∈ T ∧ p = fs (i).
Example 5: Next we are going to build a basic user
model from the already studied ATM system. In Figure 5
we represent a subset of the transitions of this model.
We only consider three transitions: t5 , t8 , and t9 . Let
us remember that due to the fact that this model is
deterministic, and input-enabled, the number of transitions
is equal to 72, since we have 6 states and 12 inputs.
The initial state of any user (with respect to this model)
is the state A. The probability that a user goes to the next
step, that is, she inserts her credit card and goes to F in
the system is given by fA . In this case, this probability is
equal to 0.95. The remainder up to 1, that is, 0.05 is the
probability to stop in state A.
When the user is at the state F the probability associ-
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bad_PIN/Welcome_screen
t9 = F −−−−−−−−−−−−−−−−−→ 0.10 D

Figure 5. Example of user model.

ated to insert a PIN_OK is represented by fF (PIN_OK).
In this case, we obtain 0.80.
The probability that the user applies a bad_PIN is
0.10. Thus, the probability that the user cancels the operation at state F is 0.10.
t
u
Next, we identify the probabilistic traces of user models.
These traces will be used in order to provide a coverage
degree of a possible user behavior with respect to another.
Definition 5: Let I be a set of input actions and O be
a set of output actions. A probabilistic trace is a sequence
h(i1 /o1 , p1 ), (i2 /o2 , p2 ), . . . , (in , on , pn )i, with n ≥ 0,
such that for all 0 ≤ k ≤ n we have ik ∈ I, ok ∈ O,
and pk ∈ [0, 1].
Let U
be a user model and σ
=
h(i1 /o1 , p1 ), (i2 /o2 , p2 ), . . . , (in /on , pn )i
be
a
probabilistic trace. We say that σ is a trace of U ,
denoted by σ ∈ ptr(U ), if there is a sequence of
transitions of U
i1 /o1

i2 /o2

in /on

s0 −−−−−→ s1 −−−−−→ s2 · · · −−−−−→ sn

The next definition characterizes the traces we can
observe if a user model and a TFSM (representing a SUT)
interact with each other. These traces are the result of
the inputs chosen by the user model according to its
probabilities.
Definition 6: Let M be a deterministic TFSM, U
be a user model, and σ be a probabilistic trace
h(i1 /o1 , p1 ), (i2 /o2 , p2 ), . . . , (in /on , pn )i. We say that σ
is a probabilistic trace of the parallel composition of M
and U if σ ∈ ptr(U ) and hi1 /o1 , i2 /o2 , . . . , in /on i ∈
nttr(M ). We denote by ptr(M k U ) the set containing
the probabilistic traces of the parallel composition of M
and U .
t
u
Let us note that if we generate invariants that reflect
only a finite set of input sequences, then we can calculate
the proportion of covered interactions between the user
and the SUT. In terms of number of interactions, this
proportion is 0 because we are considering a finite number
of cases out of an infinite set of possibilities. However,
the probability that the user interacts with the SUT and
performs one of the traces considered in a given finite set
of cases is not 0 in general. Thus, we may use this value
as a coverage measure of a finite set of invariants.
Definition 7: An input trace is a sequence of input
actions α = hi1 , i2 , . . . , in i, with n ≥ 0. If α0 is a subtrace
of α then we denote it by α0 ≤ α.
Let M be a deterministic TFSM and U be a user
model. We say that an input trace α = hi1 , i2 , . . . , in i
is an input trace of the parallel composition of M
and U if there exists a probabilistic trace σ =
h(i1 /o1 , p1 ), (i2 /o2 , p2 ), . . . , (in /on , pn )i ∈ ptr(M k U ).
In this case, we say that σ is the output completion of α
under U in M , and we denote it by comp(U, M, α) = σ.
We denote by itr(M k U ) the set containing all the input
traces of the parallel composition of M and U .
The behavior of a sequence of inputs is the set containing the sequence itself and all of its prefixes. Formally,
tu(α) = {α0 | α0 ≤ α}.
The prefix-closed coverage of a set of input sequences
Σ is defined as:
X
cM kU (Σ) =
prob(U, comp(U, M, α))
α∈

and for all 1 ≤ k ≤ n we have pk = fsk−1 (ik ). We define
the stopping probability of U after σ as
X
s(U, σ) = 1 −
{fsn (i) | i ∈ I}
We denote the complete probability of σ as


Y
prob(U, σ) = 
pj  · s(U, σ)
1≤j≤n

t
u

S

α0 ∈Σ

tu(α0 )

t
u
Let us note that, due to its definition, hi1 , i2 , . . . , in i
can simulate the specific following behaviors of a user:
the user decides to stop at its initial state without offering
any input; the user chooses to execute input i1 , receives an
output and then stops; the user chooses to execute input
i1 , receives an output, then chooses to execute i2 , receives
an output and then stops; and so on. Thus, we define the
coverage of that invariant as the sum of all that independent
behaviors. If we have a set of invariants then its coverage
is equal to the addition of the coverage of all behaviors.

in : M = (S, s0 , I, O, T r) is the specification.
U = (S 0 , s00 , I, O, F, T ) is the user model.
n length of the invariant.
out: var_queue queue of pairs hValue,invarianti.
// var_queue is a queue that
// does not have twice the same invariant.
var_set_nttr= nttrn (M );
// We select the set of non-timed traces from the
// specification with length less than or equal to n.
while (var_set_nttr6= ∅) do
ω = moreRepr(var_set_nttr, M, U );
var_set_nttr=var_set_nttr\{ω};
// We choose a non-timed trace.
ϕ = generateT(M, ω);
α = seq_inputs(ω);
var_queue.insert(cM kU ({α}), ϕ);
end
return var_queue;
Figure 6. Algorithm for generating invariants
from a TFSM using a user model.

However, we must take into account that if two behaviors
share a common prefix then the probability of this prefix
must be accounted only once.
Let us suppose that M is the TFSM that denotes our
specification and Σ is a set of input sequences. Intuitively,
cM kU (Σ) denotes the proportion of behaviors of M that
we check if we apply all the input sequences in Σ to
the SUT. This proportion is measured in terms of its
probabilistic weight for the user, that is, in terms of the
probability the user has to choose any sequence belonging
to Σ if the SUT produced the outputs required by M , that
is, if the SUT worked correctly for those sequences.

IV. Relating user model and extraction of
invariants
Once we have a user model we need to use it in the task
of generating invariants from the specification with respect
to a determinate criterion. This paradigm allows us to build
an appropriate strategy where rules are not the main source
of knowledge, but cases are. So, they compute solutions by
recovering the most significant previous cases. We assume
the premise that the world is regular. Therefore, if we
have a big number of user behaviors in the database, we
are able to consider that we have an acceptable percentage

of the amount of usual interactions with the system. Let
us note that the idea of being provided with a knowledge
base which contains a representation of the expertise in
the domain, that is our database, is not new; it is a usual
assumption considered in expert systems.
In Figure 6 we present our algorithm to derive invariants, using the approach sketched in Figures 2 and 3. The
next auxiliary functions are used in the algorithm.
Definition 8: Let M = (S, s0 , I, O, T ) be a TFSM,
ω = hi1 /o1 , . . . , in /on i be a non-timed trace of M . The
function seq_inputs(ω) computes the sequence of inputs
associated with the non-timed trace ω.
seq_inputs(ω) = hi1 , . . . , in i
This function can be generalized to deal with sets
of traces. Let T be a set of non-timed traces of M .
The function setseq_inputs(T ) computes the set of
sequences of inputs associated with T .
setseq_inputs(T ) = {seq_inputs(ω)|ω ∈ T }
The function moreRepr receives a set of non-timed
traces T and a user model U and computes the nontimed trace that has the most representative value, that is
moreRepr(T, M, U ) = ω if ω ∈ T and for all ω 0 ∈ T ,
ω 0 6= ω, we have cM kU (ω) ≥ cM kU (ω 0 ).
The function outputs(ω, M ) computes the set of all
possible outputs associated with the last input of the nontimed trace ω, that is a non-timed trace of M .

outputs(ω, M ) = o hi1 /o1 , . . . , in /oi ∈ nttr(M )
The functions mT(ω, j, O) and MT(ω, j, O) compute the
minimum, respectively maximum, time value associated to
the pair ij /oj in all the timed-traces of M corresponding
to the trace ω, except the last output that must belong to
O.

min tj hi1 /o1 /t1 , . . . , in /o/tn i ∈ tr(M ) ∧ o ∈ O

max tj hi1 /o1 /t1 , . . . , in /o/tn i ∈ tr(M ) ∧ o ∈ O
The function generateT(M, ω) computes a set of
correct invariants with respect to M corresponding to the
sequence ω.


ϕ = i1 /o1 /pˆ1 , . . . , in 7→ O/p̂n B q̂ ∧






O = outputs(ω, M ) ∧
ϕ
∀1 ≤ k ≤ n : p̂k = [mT(ω,



P k, O), MT(ω, k, O)] ∧ 


q̂ =
p̂k
t
u
The algorithm has three inputs parameters. The first one
is the specification of the system, the next one is the formal
user model extracted by using data mining techniques, and
the last one is the maximum length of the invariants that
we would like to extract. The algorithm returns a queue of

a/x/1
b/z/1
start

sa

sb
a/x/1
b/y/1

Figure 7. Example of TFSM .

items hValue,invarianti, ordered with respect to Value, and
without repetitive invariants. Let us remark that we limit
the maximum length of the invariants because in [34] we
showed, with empirical results, that longer invariants do
not imply bigger error detection power. Next, given the
returned queue we are able to obtain its global coverage.
Definition 9: Let var_queue be the queue given by
the application of the algorithm in Figure 6. We define its
global coverage associated as
X
var_queue.Value
t
u
Let us note that we cannot claim that the global
coverage obtained in the algorithm is the same as the
coverage of the non-timed traces that we use to calculate the invariants. For example, let M be the TFSM
depicted in Figure 7. On the one hand, we have that
theP
sum of all components Value of var_queue, that
is
var_queue.Value, is equal to cM kU (hai) + 2 ∗
cM kU (ha, bi). On the other hand the coverage of the nontimed traces is cM kU ({hai, ha, bi}) and according to [27],
we have that it is equivalent to cM kU ({ha, bi}). Thus, we
have that they do not have the same value.
Finally, let us comment that the algorithm returns always a finite queue of invariants. In fact, we are considering input-enabled machines. So, given n ∈ IN, we have
that |nttrn (M )| ≤ |I | ∗ |O | ∗n. In the algorithm, due to
the fact that we are limiting the computation of the traces
to those of length less than or equal to n, and this set is
finite, the while-loop is computed | nttrn (M ) | times. So,
it will return at most | nttrn (M ) | invariants (we exclude
the repetitive invariants).

V. Conclusions and Future Work
In this paper we have extended our passive testing
framework with an algorithm to generate invariants from
the specification of a timed system. Our invariants can be
seen as rules that reflect both temporal and nontemporal
aspects of the specification that must be hold by all traces

produced by the system under test. As usual, the set of all
possible traces of a SUT is infinite and we want to generate
a representative set of invariants which reflect the most
often interactions between users and systems. We present
a methodology, based on data mining, that takes as input
a database containing interactions between users and the
system, in order to obtain the most frequent interaction
sequences. We use this extra information to construct a
user model and guide our algorithm to extract a set of
invariants.
As future work we plan to integrate (probabilistic) implementer models into our methodology to further increase
the coverage of the selected invariants, more precisely, to
reduce the size of the set of invariants while keeping the
desired coverage.
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